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1 INTRODUCTION

“Morals reformed, health preserved, industry invigorated, instruction diffused, public

burthens lightened, economy seated, as it were upon a rock, the Gordian knot of the Poor-

laws not cut but untied—all by a simple idea in architecture? !

The author of this thesis grew up in a small country Croatia, in a historical and gorgeous town
with interesting history and tradition, situated on the south of the country, called Dubrovnik.
The city formed old Republic Ragusa with its motto "Non bene pro toto libertas venditur
auro”, which translated from Latin means: "Liberty is not well sold for all the gold"’.
Nowadays, Dubrovnik is a small city with approximately 45,000 inhabitants, which somehow
still feels unreal, medieval, where children are playing on the streets and clothes is dried on
the balconies. Dubrovnik has many problems with traffic connectivity, management of the
vast number of tourists during high season, water management etc. It was published recently
that Dubrovnik is becoming a smart city® and for its IT solutions gained award “Smart
Community” on the event organised by the Dutch Embassy in Croatia®. In the published
strategy for the development of Dubrovnik Smart City’ it is explained that the aims of the
project are: connectivity and cooperation of city services and systems, collection and analysis
of data in order to act in real time, analysis of what citizens need and improving citizens
engagement in public activities. Also, close cooperation between public and private sector
was mentioned as well as the general goal of achieving sustainability and interconnectivity of
the city. There is great enthusiasm behind this project because the city’s needs for improved
public services, but what does it actually mean that a city will become a smart city? Will
current problems be solved? And how will the fact that Dubrovnik will be interconnected with

many smart devices affect citizens and tourists?

!'J. Bentham, Panopticon Or the Inspection House, 1791, p. 139-140.

2 H. T. Riley, Dictionary of Latin quotations, proverbs, maxims, and mottos, Covent Garden: Bell & Daldy, 1866, p. 274.
3 http://www.theinternetofthings.eu/vedran-pavlic-turning-dubrovnik-smart-city

4 http://www.dubrovnik.hr/clanak php?a=11345

3 Deloitte, Strategija pametnog grada Dubrovnika - Strategy for Development of Dubrovnik Smart City, May 2015, p. 4.




Through development of technology in the last decade, we are witnessing rapid increase
of number of devices, which, connected to the Internet, seem to improve quality of life and
bring new practical possibilities in everyday life. The Internet of Things (hereinafter: IoT)
foresees the interconnection of billions to trillions of smart things around us - uniquely
identifiable and addressable everyday things - with the ability to collect, store, process, and
communicate information about themselves and their physical environment.® Examples of
such IoT systems are pervasive health care, advanced building management systems, smart

city services, public surveillance and data acquisition, or participatory sensing applications.’

As the number of devices escalates, the amount of collected data rapidly increases and
leads to, so-called term “Big Data” (hereinafter: Big Data); great and complex amounts of
data that become difficult to process on traditional way and that could be used as a tool for
profiling and analysing correlations that were hitherto unknown.® Google processes more than
24 petabytes of data per day, a volume that is thousands of time the quantity of all printed
material in the U.S. Library of Congress, while Facebook, a company that did not exist a
decade ago, gets more than 10 million new photos uploaded every hour’. From the sciences to
healthcare, banking to the Internet, the sectors may be diverse yet together they tell a similar
story: the amount of data in the world is growing fast, outstripping not just our machines but
also our imaginations!?. Even though Big Data is rather new term, many companies have
already recognised the opportunity to analyse data to acquire a deeper understanding of
consumers and develop customised devices and services. On the other side, governments all

over the world may find it appealing for new ways of governance.

¢ J.H. Ziegeldorf, O. G. Morchon, and K. Wehrle, Privacy in the Internet of Things: threats and challenges, Security and
Communications Networks 2014; Published online 10 June 2013 in Wiley Online Library, DOI: 10.1002/sec.795 SPECIAL
ISSUE PAPER, p. 2728.

7 Tbid.

8 V. Mayer-Schonberger, K. Cukier, Big Data: A Revolution that Will Transform how We Live, Work, and Think, Houghton
Mifflin Harcourt, 2013, p. 8.

% Tbid.

10 Tbid.



1.1 PROBLEM DESCRIPTION AND SIGNIFICANCE

New technological innovations are being implemented in our homes, in business processes, in
public systems, on the streets of cities, etc. Whereas internet banking services have become
quite customary, and vast usage of smartphones and cloud services has already been common,
it is not difficult to imagine that, in not so distant future, a person will wake up by using alarm
on a smartphone, which will be connected online with processes in different devices and
adjust settings in order to perform online purchase of groceries, make coffee, record TV
programmes, adjust lighting according to time of the day, and track medical conditions.
Outside of an individual’s home, we can expect more drones in the sky, smart vehicles that
perform driving and parking by themselves using artificial intelligence, along with significant
number of smart CCTV!! cameras, as well as face recognition technologies combined with
biometrics authentication that could be used for accessing various services. All these devices
will be connected to the Internet.

World population is growing, and cities are becoming more crowded and congested.
Projections suggest that the number of people living in cities will account for 70 per cent of
the global population by 2050. 2 Whilst technology is generally considered as a tool to make
processes more effective, less costly, and more environment friendly, we cannot wonder will

all those interconnected online devices lead to Panopticon effect!?

where each person has a
conception that is under constant scrutiny. In this moment it is quite difficult to predict how
this technological phenomenon (the world of so called “Big Brother”!* and “Little Brothers”!?)
will affect humans’ behaviour and what will be the impact of such immense usage of devices
along with large amounts of collected and processed data. Having in mind all the personal

data that is ought to be processed in a technologically advanced society, concept of protecting

privacy of individual and finding the proper balance between privacy, on one hand, and public

! Close-circuit television is a form of video surveillance implemented already in many city centers throughout Europe.

12 UNDESA (2014), World Urbanization Prospects: The 2014 Revision, Highlights, United Nations, Department of
Economic and Social Affairs, Population Division. http://esa.un.org/unpd/wup/Highlights/WUP2014-Highlights.pdf.

13 Bentham (note 1).

"“The term “Big Brother” taken from the novel written by George Orwell, Nineteen Eighty-Four, London: Secker &
Warburg, 1949.

15 The term “Little Brother” taken from the novel written by Cory Doctorow, Little Brother, New York: Tor Teen, 2008.



or business interests, on the other hand, comes to be exceedingly important.

When we think about the main reason why a smart city platform should be implemented
in the first place, we tend to have in mind that the final goal is to use technology to enhance
quality of life in a city, to engage citizens, to make more environment friendly city, to ease
usage of public services, etc. In order to achieve the main goal of the project, it is highly
important to have all the risks in mind, to implement suitable technology, to make precise
contracts and to construct multidisciplinary balanced smart city ICT platform. Otherwise,
such platform could lead to an intrusive platform whereas citizens would only have
impressions on negative aspects of integrated technology and they would not be willing to
participate with their data and ultimately they would have impression that taxpayers’ money
was wasted on some malicious technology.

We can easily say that a smart city project should be more than a mere technological
project. Smart city without engagement and trust of citizens would be just a failure. That is
why it is important to research how to build trust of citizens through a smart city model that
would be respectful to citizens’ privacy and would provide pleasant balanced model of a city
life with all the benefits that the technology may bring. For the purposes of this master’s
thesis the author will focus the research on privacy and data protection issues related to
implications of advanced technologies that are implemented into public services with the aim

to improve the public services for citizens and minimise impacts on the environment.

1.2 SMART CITIES

With over two thirds of Europe’s population now living in urban areas, a focus on cities to
help stimulate sustainable economic growth is an ever increasing priority for European
member states and the European Union.!® The European Commission (hereinafter: the EC)

published on its web-site Digital Agenda for Europe — A Europe 2020 Initiative!’, in which

16http://ec.europa.eu/regional policy/sources/thefunds/instruments/doc/jessica/jessica_horizontal study smart and sustainab
le_cities_en.pdf.

7To speed up the deployment of these solutions, the European Commission has initiated the European Innovation
Partnership on Smart Cities and Communities that will bring together European cities, industry leaders, and representatives of
civil society to smarten up Europe's urban areas, in July 2012. So far, the European Innovation Partnership (EIP) on Smart
Cities and Communities has received some 370 commitments to fund and develop smart solutions in the areas of energy, ICT



smart cities are represented as places where the traditional networks and services are made
more efficient with the use of digital and telecommunication technologies, for the benefit of

its inhabitants and businesses. The EU (hereinafter: the EU) has set 20-20-20 targets'® and has

invested in ICT research and innovation and developing policies to improve the quality of life
of citizens and make cities more sustainable. Albeit many researches regarding technologies
implemented in order to improve life in cities have already been taken place, terms regarding

cities that employ various types of ICT solutions still quite differ.

The term “smart cities” ! (hereinafter: smart cities) has become the most popular
formulation for the future city, and is becoming a globally recognised term, replacing or co-
existing with terms in other languages. The ‘smart city’ has displaced the ‘sustainable city’
and ‘digital city’ as the word of choice to denote ICT-led urban innovation, and new modes of
governance and urban citizenship. 2° Smart cities are for the purposes of this thesis, cities in
which software, hardware and technology platforms are used for improving city governance
and provide multidisciplinary solutions for challenges of city development.

According to the Joint European Support for Sustainable Investment in City Areas for
Smart and Sustainable Cities-Final Report from 11 December 2012%! following technologies

are defined with respect to smart cities:

and transport. These commitments involve more than 3,000 partners from across Europe and create a huge potential for
making our cities more attractive, and create business opportunities (https://ec.europa.eu/digital-agenda/en/smart-cities).

18 20-20-20 targets (http://ec.europa.eu/clima/policies/package/index_en.htm).

19 “The term “smart cities” has been used:

e in Germany, to describe projects in Berlin and Cologne (Loy, 2014; SmartCity Cologne, 2014);

e in France, as the name for a long-term urban strategy in Lyon, an urban research programme in Paris, and as part
of a government programme to create ‘smart communities’ (Grand Lyon, 2014;; SmartCity, 2014a;; Cassely,
2014);
in Morocco, interchangeably with “ville intelligente’ (Ater, 2014);;
in Switzerland, as a federal energy department project (SmartCity,2014b);
in Spain, as the name of a new urban innovation centre in Zaragoza (Europa Press, 2014)
in Indonesia, as the name of a programme of development in Jakarta and regional cities, in partnership with the
Netherlands (Badan Informas Geospasial, 2014);

e in Colombia, as the title of a virtual education course on city planning for city leaders at Javeriana University in

Bogota (Badan Informas Geospasial, 2014).
Some cities, such as Vienna, take a holistic view of the smart city — implementing initiatives to cover everything from
infrastructure, energy, green spaces and mobility to all aspects of urban life and development. Other cities focus on a very
specific element of ‘smartness’ but might aim for full geographical coverage in the city — for example, Yokohama in Japan is
pioneering a specific project based on the installation of energy management systems across the city.” Emily Moir, Tim
Moonen, Greg Clark, UK Government Office for Science, Complied by The Business of Cities for the Foresight Future of
Cities Project and the Future Cities Catapult, What Are Future Cities? Origins, meanings, and uses, June 2014, p. 4, 14, and
33.
20 Ibid. p. 4.
2l http://ec.europa.ew/regional_policy/sources/thefunds/instruments/doc/jessica/jessica_horizontal study smart and sustainab
le_cities_en.pdf.



A type of electricity grid which attempts to predict and intelligently respond to
Smart Grids [the behaviour and actions of all electric power users connected to it in order to
efficiently deliver reliable, economic, and sustainable electricity services
Smart A‘product, such as a fridge or washing machine, that is.able to commun.icate
. with a smart grid and be programmed to turn off or on in response to price or
Appliances . s
other signal from the grid
Smart Citizen who is skill‘ec‘l, thrgugh training and edpcation, and enabled, through
Citizen technolpgy, to participate in the economy, environment and democracy of a
smart city
Smart A sensor embedded in any surface or product which is able to capture data and
Sensors communicate it to other ICT devices
System of  [Linking individual systems into a joint system of systems allowing them to
Systems operate together in tandem
UDF Urban Development Fund
UDP Urban Development Project
Web applications which facilitate information sharing, participation and
Web 2.0 collaboration by the user in a virtual community. Applications include social
networking sites amongst others.

Furthermore, in the same Final Report, the following categories of projects are depicted:

Digital infrastructure projects
for urban areas

The provision of new ICT
infrastructure and high speed
broadband through fibre optic
cables, wireless, and/or
networked information
systems.

City wide data projects

Data collection, storage, and analysis at a city wide level,
potentially through the ‘Cloud’, which can enhance a city’s
ability to plan for both current and future services and city
development, through the ability to model and analyse data,
such as traffic, environmental, demographic or land use.

Smart urban transport and
urban mobility

e Cycle hire schemes

e Real time bus
timetable

e Electric vehicle
charging infrastructure,
car pools, and batteries

o Congestion charging

o Intelligent transport

Area-based and renewable

energy/energy efficiency
projects for urban areas

e Combined heat and

power
e Renewables

e Sensors to monitor

traffic, pollution,
emissions
o Street lighting

Smart and sustainable
buildings in urban areas

e Smart meters

e Building management
systems

o Energy efficiency
measures: Insulation,
low energy, lighting,
efficient boilers

e Building integrated




systems e Waste collection renewables
systems e Electric vehicle

e Smart grids charging points

e Smart appliances

e Motion detectors

e Automatic weather
forecasting

The above listed categorisations serve as a starting point in order to determine with what type
of technologies we are dealing when we talk about smart cities. Each technology is different
and unique and should be analysed separately but yet all together they shape a smart city

model and create smart urban environment.

1.3 WHY PRIVACY MATTERS?

While the appeal of technologies in smart cities is understandable, and part of the enthusiasm
for the contribution that technology can make to better cities is fully justified (e.g. open data,
urban computing, integrated operations centres, RFID, sensors and system integration have
endless possibilities), many of the policies, approaches, discourses and technologies that fall
under the “smart” umbrella have yet to take into account the social, ethical and privacy risks
associated with smart environments.?

The importance and complexity of privacy and data privacy has already been well
recognised in various legislations and legal literature. Terms, such as, privacy, private life,
data privacy and data protection often come together and form an interconnected legal field.
Privacy is associated with a variety of rather different things, typically polarised around
control of personal space, personal information, and personal relationships, and when
associated with control of information, synonyms for privacy centre on ideas of

confidentiality, anonymity, secrecy, limited disclosure and control of access to information.?

22G. G. Clavell, (Not So) Smart Cities - The societal drivers and impact of smart environments, Privacy and Emerging
Sciences and Technologies, International Conference of the Prescient Project, 27-28 November 2012, Berlin, Germany.

23 Annabelle Lever, On privacy, Thinking in Action, series editors: Simon Critchley (The New School University, New
York) and Richard Kearney (Boston College, USA and University College Dublin), Routledge Taylor & Francis Fropu, Mew
York and London, 2012, p. 5.



When referring to relationships, privacy is associated with the intimate, the sexual, the
familial and the domestic.?* Also, privacy could also be interpreted as the right to be left alone
and is often associated with democracy and right to control .*

A right to protection of an individual’s private sphere against intrusion from others was
laid down in an international legal instrument for the first time in Article 12 of the United
Nations Universal Declaration of Human Rights?. The right to protection of personal data
forms part of the rights protected under Article 8 of the European Convention of Human
Rights?’ (hereinafter: ECHR), which guarantees the right to respect for private and family life,
home and correspondence and lays down the conditions under which restrictions of this right
are permitted. With the emergence of information technology in the 1960s, a growing need
developed for more detailed rules to safeguard individuals by protecting their personal data.
By the mid-1970s, the Committee of Ministers of the Council of Europe adopted various
resolutions on the protection of personal data, referring to Article 8 of the ECHR. 28 The
European Court of Human Rights (hereinafter: ECtHR) has noted in its judgments that
private life is a broad term not susceptible to exhaustive definition?® and it covers physical and
psychological integrity of a person®’ and, therefore, can embrace multiple aspects of the
person’s physical and social identity?!. Also, elements, such as gender identification, name
and sexual orientation, sexual life, may fall within personal sphere protected by Article 8 of
ECHR?? and also information about person’s health and ethnic identity are an important
element of private life.>

The principal EU legal instrument on privacy and data protection is Directive 95/46/EC3*
(hereinafter: Data Protection Directive). According to Data Protection Directive, personal

data is “any information relating to an identified or identifiable natural person (‘data

24 Ibid.

25'S. Warren and B. D. Louis, The Right to Privacy, Harvard Law Review, Vol. IV, No. 5, 15 December 1890.

26 UN General Assembly, Universal Declaration of Human Rights, 10 December 1948,217 A (IIl), available at:
http://www.refworld.org/docid/3ae6b3712¢.html.

27 Council of Europe, The European Convention on Human Rights, ROME, 4 November 1950.

28 Buropean Agency for Fundamental Rights, Handbook on European data protection law, April 2014, p. 18.

2 BCtHR, S. and Marper v. the United Kingdom, application n. 30562/04 and 30566/04, judgement of 4 December 2008,
para 66.

30 Ibid.

31 Ibid.

32 Ibid.

33 Ibid.

34 Directive 95/46/EC of the European Parliament and of the Council of 24 October 1995 on the protection of individuals
with regard to the processing of personal data and on the free movement of such data, Official Journal L 281 , 23/11/1995 P.
0031 — 0050.



subject’); an identifiable person is one who can be identified, directly or indirectly, in
particular by reference to an identification number or to one or more factors specific to his
physical, physiological, mental, economic, cultural or social identity”.3’

Article 3, paragraph 2 of Data Protection Directive defines its scope and states that it shall
not apply to the processing of personal data in the course of an activity which falls outside the
scope of Community law (third pillar), such as those provided for by Titles V and VI of the
Treaty on European Union and in any case to processing operations concerning public
security, defence, State security (including the economic well-being of the State when the
processing operation relates to State security matters) and the activities of the State in areas of
criminal law. For that reason, in the field of security and surveillance special agreements are
being set in place, along with the Council of Europe Convention on Data Protection®® and
Data Protection Framework Decision®’. In recognising that its policies could have an impact
on human rights and in an effort to make citizens feel ‘closer’ to the EU, the EU in 2000
proclaimed the Charter of Fundamental Rights of the European Union3® (hereinafter:
Charter). This Charter not only guarantees the respect for private and family life but also
establishes the right to data protection, explicitly raising the level of this protection to that of a

fundamental right in the EU law.**

1.4 THE NEW CONCEPT OF PRIVACY

How should we prepare for a scenario that suggests that with ubiquitous networking the
notion of privacy will become a historical relic — i.e., there will be so many devices collecting,
storing and processing our data that people will have virtually no guarantee of privacy?*
Arguably, there is so much personal data “out there” already that people’s expectations of

privacy are actually unrealistic now.*!' Since technology is developing rapidly, in the recent

35 Ibid.

36 Convention for the Protection of Individuals with regard to Automatic Processing of Personal Data CETS No.: 108.

37 Council Framework Decision 2008/977/JHA on the protection of personal data processed in the framework of police and
judicial cooperation in criminal matters, 27 November 2008.

38 The Charter of Fundamental Rights of the European Union (2000/C 364/01).

39 Ibid.

40D, Wright, S. Gutwirth, M. Friedewald, P. De Hert, M. Langheinrich, A. Moscibroda, Privacy, trust and policy-making:
Challenges and responses, Computer Law & Security Review, Volume 25, Issue 1, 2009, p. 69-83.

41 Tbid.



national and supranational case law there have been many cases that indicated how the
described legal framework was more theoretical than practical and that somehow legislation
had difficulties to follow current technological developments. Through case law and scholars’
literature, we can notice many issues with informed consent, opt-out and anonymisation of
data. The other problems are product of globalised effects of new technologies, which lead to
conclusion that the EU legislation, as well as non-EU legislation is not harmonised enough in
order to deal successfully with the cross-border issues with regard to privacy and data
protection, especially with respect to cloud computing. In that area, there is a shifting
paradigm from safe harbour principles to binding corporate rules, as a form of codes of
conduct for international transfers of personal data, and the EU model contracts for the
transfer of the personal data to third countries.*?

Eventually, the pillar structure of the EU disappeared with the Lisbon Treaty, which
provided a stronger basis for the development of a clearer and more effective data protection
system. The Treaty on the Functioning of the EU?* (hereinafter: TFEU) provided that
European Parliament and European Council shall lay down the rules relating to the protection
of individuals with regard to the processing of personal data by the EU institutions, bodies,
offices and agencies, and by the Member States when carrying out activities that fall within
the scope of the EU law.

Furthermore, the proposed new legal framework consists of two legislative proposals: a
proposal for a Regulation of the European Parliament and of the Council on the protection of
individuals with regard to the processing of personal data and on the free movement of such
data (hereinafter: the Proposed Regulation) and a proposal for a Directive of the European
Parliament and of the Council on the protection of individuals with regard to the processing of
personal data by competent authorities for the purposes of prevention, investigation, detection
or prosecution of criminal offences or the execution of criminal penalties, and the free
movement of such data.

EC’s recent Proposed Regulation* attempts revolution in European data protection

law by seeking to shift its focus away from paper-based, bureaucratic requirements and

4 CIEU, Maximillian Schrems v Data Protection Commissioner, C-362/14, Judgment, ECLI:EU:C:2015:650 of 6 October
2015.

43 Consolidated Version of the Treaty on the Functioning of the European Union art. 16,2008 O.J. C 115/47.

44 European Parliament legislative resolution of 12 March 2014 on the proposal for a regulation of the European Parliament
and of the Council on the protection of individuals with regard to the processing of personal data and on the free movement
of such data (General Data Protection Regulation) (COM(2012)0011 — C7-0025/2012 — 2012/0011(COD)).

10



toward compliance in practice, harmonisation of the law, and individual empowerment.*
Some scholars provide positive view on the Proposed Regulation*¢, whilst others claim that
European data protection law has been already dead and thus it is impossible to make some
steps forward*’. Interesting novelties in the Proposed Regulation are Privacy by Design and
Default and Privacy Impact Assessment. Data Protection Directive has already contained
provisions requiring data controllers to implement technical and organisational measures in
the design and operation of ICT but these measures have not proven to be sufficient and
efficient. Thus, the EC implemented in the Proposed Regulation data protection principles to
be taken into account at the outset of designing, producing or acquiring ICT systems. In
particular, they are encouraging both Privacy Enhancing Technologies as well as default
settings that favour privacy.*

This thesis used as a base the Proposed Regulation but it is important to mention that
on 15 December 2015, after years of lobbying, an agreement was found with the European
Parliament and the Council and it is expected that the final text will be formally adopted by
the European Parliament and Council at the beginning 2016, whereas the new rules will

become applicable two years thereafter.*’

4 C. Kuner, The European Commission’s Proposed Data Protection Regulation: A Copernican Revolution in European Data
Protection Law, reproduced with permission from Privacy & Security Law Report, 11 PVLR 06, 02/06/2012. Copyright 2012
by The Bureau of National Affairs, Inc. (800-372-1033) http://www.bna.com.

46 “Despite the above criticisms, the author’s overall view of the Proposed Regulation is cautiously positive, as it constitutes
an improvement on Directive 95/46, and demonstrates a commendable willingness to take on some of the “‘sacred cows’’ of
data protection law that have outlived their usefulness.” Kuner (note 37), p. 15.

47 “The trouble with European data protection law, as with Alfred Hitchcock’s Harry, is that it is dead. The current legal
reform will fail to revive it, since its three main objectives are based on fallacies.” — B.-J. Koops The trouble with European
data protection law, International Data Privacy Law, 2014, Vol. 4, No. 4, p. 25.

48 Working Party 29 Opinion WP 168, “The Future of Privacy: Joint Contribution to the Consultation of the European
Commission on the Legal Framework for the Fundamental Right to Protection of Personal Data” - December 2009; and
Information and Privacy Commissioner, Ontario (Canada) and Registratieckamer (Netherlands), Privacy-Enhancing
Technologies: The Path to Anonymity, Volume I (1995) available at http://www.ipc.on.ca/images/Resources/anoni-v2.pdf.

49 http://europa.eu/rapid/press-release IP-15-6321 en.htm
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1.5 RESEARCH QUESTION

In the author’s opinion, the previously mentioned concepts of privacy should both be taken
into account when implementing smart cities concepts. Together with the basic principles
from Data Protection Directive, the new tools and principles from the Proposed Regulation
should be combined. For the purposes of this thesis, such privacy, which takes into account all
the principles through stages of designing, producing, acquiring, and functioning of ICT
systems, will be defined as Smart Privacy (hereinafter: Smart Privacy), and will be discussed
in details in the Chapter 3. This thesis will be focused on privacy as a legal right (how it is
protected by law) and moral right (the right to which human beings are entitled, whether or
not the law protects them).>

Smart Privacy principles encompass principles from Data Protection Directive (such as,
the principle of lawful processing, the principle of specification and limitation, data quality
principles, fair processing principle, principle of confidentiality and security of data) as well
as principles from Proposed Regulation, namely the principle of accountability, Privacy
Impact Assessment, Privacy Enhancing Technologies, Privacy by Design and Default.

Specific issue with regard to smart cities regulation is that large amounts of data are
constantly collected and processed, and often without data subject’s consent or specific or
justified purpose. Therefore, the question remains - how to achieve a proper balance between
legal grounds for the processing of data and rights of an individual in smart cities, and should
Smart Privacy be considered as an appropriate tool for attaining this balance.

At this point there are many privacy issues (some of them will be examined in the Chapter
2) occurring in smart cities yet not solved by legal or technological instruments. Since consent,
as a legal basis, has been disputed in practice as a non-valid legal ground for processing
personal data in case where individual has no genuine and free choice, Smart Privacy might
empower data subject by providing more ethical solutions. With respect to smart cities,
criterion for making data processing legitimate in case when processing is necessary for the

performance of tasks carried out in the public interest could be particularly important since

50 Tbid. p. 12.
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the data subject could be often encountered with a problem that for the necessary public
services data subject has no real choice and, subsequently, is not able to refuse or withdraw
consent without detriment. Also, legitimate interest for processing personal data is quite
blurry area where data controller decides independently what is to be considered as legitimate,
whilst data subject could have different point of view what should be legitimate and data

subject may be in the position of not knowing that the data has been processed.

Having all the above-mentioned in mind, the thesis will examine, in the context of smart cities,
- should Smart Privacy be considered as an appropriate tool for dealing with privacy issues
and accomplishing the proper balance between criteria for making data processing

legitimate and right to privacy?

In order to answer the central research question, some relevant sub questions ought to be

answered:

e What are the possible privacy issues in smart cities?
e What is the legal framework in the EU legislation with regard to Smart Privacy (including
correlation between Data Protection Directive and the Proposed Regulation)?

e How should Smart Privacy principles be applied as a part of the EU smart city project?

1.6 RESEARCH LIMITATIONS AND RESEARCH METHOD

The author will limit the scope of research to few intriguing privacy issues and particular
technologies implemented in smart cities and its impact on privacy of citizens. The legal
framework of the research will be limited to the EU legal framework and relevant
supranational case law.

The research method is traditional legal research, where the primary source will be the EU
legislation and supranational case law. The secondary source will comprise a variety of
academic books (legal, social, and computer/data science), as well as relevant journal articles

and research papers, statistics, and academic presentations. In general, the method used in
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order to answer the main research question and relevant sub-questions consists of a desk study
analysis of both primary and secondary sources. Smart cities topic is a rather new research
topic so the author used all the available literature that is somehow connected with smart

cities concepts.

1.7 THESIS STRUCTURE

The first chapter of the thesis was used as an introduction to the topic significance and
relevant legal framework as well as significant terms and issues. The second chapter will
consist of analysis of privacy issues related to technologies that are used in smart cities, and
thus answer the first research sub question. The third chapter will examine Smart Privacy
principles, the current and the proposed EU legislation related to privacy and data protection,
and answer second sub question. In this chapter relevant legislation, case law and proposals
will be examined as well as important conclusion from scholars. The fourth chapter will
provide analysis of implementation of concept of Smart Privacy as well as solutions regarding
technologies implemented in smart cities through different stages in order to answer the third
research sub question. The fifth chapter will analyse Dubrovnik Smart City from
organisational and privacy point of view and the sixth chapter will provide summarized

conclusion, repeat all the main points of the thesis, and answer the central research question.
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2 CHAPTER: PRIVACY ISSUES IN SMART CITIES

This chapter will be dealing with privacy issues somehow typical for technologies
used in smart cities and will aim to answer the first research sub question. For the purpose of
this thesis, not all the possible issues will be encompassed; only few issues that the author
found the most interesting will be further examined. Through the development of smart cities,
it is crucial to engage citizens into smart city services and gain trust of citizens. Thus, it is
important to have all the privacy issues in mind and be prepared to deal with them in order to
develop successful smart city project.

Microsoft statistics depict that consumers stated that the rise of personal technology
has made mostly positive impact in the areas of innovation, education, productivity, economic
opportunity, quality of life, social bonds, personal freedom, political expression, and human
rights. On the other hand, the only area perceived as the most negatively effected area was the
area of privacy (52%).°! These statistics lead to the conclusion that, with regard to new
technologies, the companies have to put more effort on protection of privacy and security, in
order to decrease negative perception of new technologies in the eyes of consumers and build
trust.

Throughout the EU the Digital Agenda for Europe — A Europe 2020 has been
performed intensively and IT companies are developing smart cities rapidly but without
engaging experts on privacy, ethics, and sociology in sufficient manner required to prevent
certain conceptual issues that might arise along the way. Furthermore, smart cities are closely
connected with the concepts of surveillance and profiling. Personal data are collected and
processed continuously in real time, and the techniques of data mining and data warehouse are
used for analysing the data. Also, certain questions are raised with regard to the concept of

open data. Namely, the questions that relate to the re-purposing and anonyimisation issues.

Besides that, very important issue is connected with the terms of responsibility,
accountability, liability, and information security. If we imagine a smart city as a big

operating system we can expect many problems to occur due to errors, cybercrime,

5! Statista Charts, Source: Microsoft, available: http://www.statista.com/chart/3148/loss-of-privacy-only-downside-to-rise-of-
personal-tech/.
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maintenance of hardware and software, etc. At this moment it is not quite clear how legal and

IT experts will tackle these issues.

Finally, this chapter will end up with describing the so-called pre-crime society
phenomena by which data about all the citizens have been collected and in such why the
crime prevention surpasses the crime investigation, while the theory of reasonable doubt

losses its significance.
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2.1 COLLINGRIDGE DILEMMA?®2

Collindridge dilemma basically states that it is difficult to predict effects of technology and
once the technology has been implemented it is difficult to change it. While many large
companies have invested in smart cities projects (Cisco, Ericsson, IBM, Fujitsu, Siemens etc.),
and many educational institutions (Aalborg University, UCL, Dublin City University,
University of Girona etc.) have provided graduate courses related to smart cities, there are not
so many examples in practice where companies and educational institutions employ lawyers,
data protection officers, psychologists or ethnographers to research consequences of
implementing certain technology from the beginning of development of smart city ICT
platforms.

Many ICT projects end up implementing new technologies leaving all the (potential)
issues to be dealt with in the later stage. Thus, the smart city project may develop all the
necessary technology platforms for smart cities that later could result with platforms that are
not compliant with all the necessary legal or ethical requirements. In that way potential
privacy infringements may arise and could be observed as obstacles to innovation and
economic development because after the ICT platform has been developed and put in use it is
difficult to analyse all the processes and change the technology backwards. Also, the question
imposes who would have to pay for additional adjustments on ICT platforms and what to do
when it is not only enough to make adjustments but it is necessary to develop or implement

the whole new technology.

2.2 OMNIPRESENT SURVEILLANCE

3

Panopticon®?, or the circular inspection house, is type of building developed in the late

eighteenth century by Jeremy Bentham and later discussed as a disciplinary model by Michel

32 “The effects of new technology cannot be easily predicted until the technology is extensively deployed yet once deployed
become entrenched and are then difficult to change.” — Collindridge Dilemma, David Collingridge, The University of Aston,
Technology Policy Unit, The Social Control of Technology, New York: St. Martin's Press; London: Pinter, 1980.

33 Bentham (note 1).
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Foucalt>*. Such concept of design is from utilitarian perspective considered as a highly
effective model of surveillance because it makes possible to inspect all the prisoners from the
central observatory, while in the meantime prisoners do not see the observers, and can only
assume whether someone is watching them.>> By implementing many interconnected devices
in smart cities, data about citizens has been stored in the central server of a municipality and
thus creates similar construction to central observatory of Panopticon and it may affect on
similar way behaviour of citizens. That would mean that citizens might adjust their behaviour
because of the notion that somebody is probably watching them all the time.

Human beings have tendency to believe that technology can solve all their problems,
from environmental issues and traffic jams to sustainable energy consumption and waste
management. This belief in technology and quest for easy solutions has led to an increased
often-indiscriminate implementation of technology in all domains of governance.
Exemplary has been the ubiquitous use of surveillance technologies, by police and law
enforcement, such as CCTV, databases, data mining, biometrics, body scanners etc.’’ Thus,
the conceptualisation of surveillance has expanded from systems of keeping watch over
prisoners and other unfortunates to pervasive systems employing a wide range of technologies
for manipulating social behaviour and, as a consequence, impacting social values, including
especially privacy.>®

Generally, surveillance can be divided on targeted surveillance and mass surveillance,
depending on a scope and the purpose of surveillance. What we can witness in smart cities is
omnipresent surveillance, without clear purpose and indication which individual is under
observation and why. We can imagine that, a person, sitting in its home or car, may feel that
is under constant observation because it may not be clear when the data was being collected
and for which specific purpose. In that sense, even the area of private life and home becomes

somehow public, and boundaries between private and public life become indistinct.

34 Michel Foucalt, “Discipline and Punish: The Birth of the Prison”, 1977.

35 Ibid.

3 Rosamunde van Brakel Paul De Hert Policing, “Surveillance and law in a pre-crime society: Understanding the
consequences of technology based strategies”, Cahiers Politiestudies Jaargang 2011-3, nr. 20, p. 163-192, Maklu-Uitgevers,
ISBN 978-90-466-0412-0.

57 Ibid.

38 David Wright, Michael Friedwald, Serge Gutwith, Marc Langheinrich, Emilio Mordini, Rocco Bellanova, Paul de Hert,
Kush Wadhwa, Didier Bingo, “Sorting Our Smart Surveillance”, Computer Law & Security Review, Vol. 26, Num. 4, July
2010, p. 5.
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The ECtHR sets strict limitations in the case Liberty v. United Kingdom®® concerning
digital surveillance. In this case, the ECtHR held that a system of mass surveillance operated
by the UK government to spy on all telephone calls, faxes and emails to and from Ireland, was
in breach of the right to privacy under Article 8 of the ECHR, since relevant domestic law did
not indicate with sufficient clarity, the scope or manner to intercept and examine external
communications and did not foresee adequate legal protection against abuse of power.
Furthermore, there is the requirement in the ECtHR case law that a rights limiting initiative
should not only have a legal basis, but should also respect the proportionality requirement.
Article 8 of the ECHR requires the ECtHR to reject any interference with privacy that is not

» 60 An interference will be considered

justified as “necessary in a democratic society
“necessary in a democratic society” for a legitimate aim if it answers a “pressing social need”
and, in particular, if it is proportionate to the legitimate aim pursued and if the reasons

adduced by the national authorities to justify it are “relevant and sufficient”.5!

It is important to notice that surveillance is not necessarily against privacy and data
protection, nor does it constitute per se a violation of Article 8 ECHR, it is rather a synthesis
of conflicting rights and interests that oppose each other when surveillance is at stake.%? For
this reason, surveillance that is omnipresent in smart cities, when performed without clear

legitimate purpose may be considered as not necessary in a democratic society.

2.3 PROFILING

With people carrying smartphones everywhere and sharing their lives on social networks, we
are already today witnessing an increasing penetration of people’s private and public lives by

technology that enables data collection and with it identification, tracking, and profiling.®® It

39 Liberty v. the United Kingdom, application no. 58243/00, judgement of 1 July 2008.

0 S. and Marper v. the United Kingdom (note 29), para 101.

61 Tbid.

62 P, De Hert and A. Galetta, IRISS(Increasing Resilience in Surveillance Societies), Deliverable D2.3: The Legal
Perspective, Coordinator: Vrije Universiteit Brussel (VUB) PUistaReportistl, 31 January 2013, p. 6.

63 S. Radomirovic, Towards a model for security and privacy in the internet of things, 1% International, Security Comm.
Networks 2014; 7:2728-2742, 2013 John Wiley & Sons, Ltd. DOI: 10.1002/sec Workshop on the Security of the Internet of
Things, Tokyo, Japan, 2010; p. 1-487.
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is not difficult to imagine a future city-wide information system that knows where you live,
knows when you are at home and can predict what you will eat, knows when and how often
you watch TV or use your washing machine, knows when and how often you use your car,
and can predict where you drive or which bus you are going to take in the morning as well as
which medicine you will need.®* It would know this because of sensors in your home and car,
and digital traces collected by your digital transport ticket.®> Uncontrolled availability of
public databases may lead to profiling, with chilling effects on individual freedom and a
reduction in democratic accountability®® and this kind of profiling can be well monetised for
purposes of behaviour marketing and targeted marketing.

Smart meters technology provides a good example of technology implemented with
the aim to increase efficiency in energy consumption, which in the same time produced
chilling effects on privacy. Directive on Energy End-Use Efficiency and Energy Services®’ set
energy saving targets to be adopted by each EU Member State and, in order to achieve these
targets, and obliged the EU Member States to provide consumers with meters that accurately
reflect their energy consumption and provide information on actual time of use.® The Article
29 Working Party of European data protection authorities (hereinafter: A29WP) confirmed in
the 2011 Opinion®® that smart meters process personal data and that the provisions of Data
Protection Directive therefore apply. 7° The Opinion emphasised that the increased amount of
personal data being processed, the possibility of remote management of connection and the
likelihood of energy profiling based on the detailed meter readings make it imperative that
proper consideration is given to individuals’ fundamental rights to privacy.”!

This example depicts how one business model might depend on profiling based on
collection of data regarding usage of specific public service. The Chapter 4 of the thesis will

discuss possible directions in which regulating profiling may lead but it still disputable what

64 J. Crump and L. Brown, The Societal Impact of the Internet of Things, a report of a workshop on the Internet of Things
organized by BCS — The Chartered Institute for IT, on Thursday 14 February 2013, p. 7.

65 Ibid.

 “When the system seems to know what you want better and earlier than you do, how can you know where these desires
really come from? (...) profiles will begin to normalize the population from which the norm is drawn. The observing will
affect the observed. The system watches what you do; it fits you into a pattern; the pattern is then fed back to you in the form
of options set by the pattern; the options reinforce the patterns; the cycle begins again”, L. Lessig, “Code and other laws of
cyberspace”, 1999, p. 154.

¢7 Directive 2006/32/EC of the European Parliament and of the Council of 5 April 2006 on energy end-use efficiency and
energy services and repealing Council Directive 93/76/EEC.

%8 Article 29 Data Protection Working Party, Opinion 12/2011 on smart metering, 4 April 2011.

% Ibid.

70 Ibid. p. 8.

7! Ibid.
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is exactly proper consideration regarding individuals’ fundamental rights to privacy on case-

by-case basis.

2.4 FUNCTION CREEP

Article 6 of Data Protection Directive prescribes one of the main rules for collecting personal
data, which states that personal data can only be “collected for specified, explicit and
legitimate purposes and not further processed in a way incompatible with those purposes”.
The concept of purpose limitation has two main building blocks: personal data must be
collected for 'specified, explicit and legitimate' purposes (purpose specification) and not be
'further processed in a way incompatible' with those purposes (compatible use).”> When it
comes to function creep, we usually consider employing technologies for one purpose and
then using the same technologies for the other.

The fact that the further processing is for a different purpose does not necessarily mean
that it is automatically incompatible: this needs to be assessed on a case-by-case basis.” For
example, in case of collecting data about license plates for the purpose of measuring traffic
and making enhanced traffic solutions, collection of the data may result in providing data to
the police in case of a traffic accident, with the aim to identify the suspects. Furthermore,
commercial data in case of smart meters, provided for an entirely unrelated purpose, can be
used for law enforcement or tax purposes. The data subjects may not reasonably expect such
use, especially if they have not done anything wrong and are not under any particular
suspicion or investigation, thus these factors strongly indicate incompatibility of further

processing of data.”

72 Article 29 Data Protection Working Party, Opinion 03/2013 on purpose limitation, 2 April 2013, p. 3.

7 Ibid. p. 21.

74 D. Wright, S. Gutwirth, M. Friedewald, P. De Hert, M. Langheinrich, A. Moscibroda, Privacy, trust and policy-making:
Challenges and responses, Computer Law & Security Review, Volume 25, Issue 1, 2009, p. 4 and 5.
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2.5 OPENDATA

Smart cities concepts significantly depend on open data concept according to which citizens
deliver large amounts of data and such data have been collected and processed into integrated
system, with the aim to analyse the data and provide new effective solutions for the city
planning. Open data somehow links citizens and government, and thus contributes to more
transparent government and more involved citizens, which is crucial for the development of a
smart city concept.

Privacy issues occur regarding purpose limitation because the purpose of open data
collection is usually not specified and that results with further incompatible use of the data.”
Furthermore, case studies and research publications have shown how difficult it is to create a
truly anonymous dataset whilst retaining as much of the underlying information as required
for the task. Open data is often described as the data that is not personal because it is
anonymised and as such is outside of the scope of Data Protection Directive. However, the
anonymisation constitutes a further processing of personal data and it must satisfy the
requirement of compatibility by having regard to the legal grounds and circumstances of the
further processing. It is also important to note that anonymisation is increasingly difficult to
achieve with the advance of modern computer technology and the ubiquitous availability of
information’® and the problem of anonymisation may have far reaching social implications in
the form of social stigma if the data have not been anonymised properly.”’

Additionally, anonymised data do fall out of the scope of data protection legislation,
but data subjects may still be entitled to protection under other provisions (such as those

protecting confidentiality of communications).

2.6  WHAT IF SOMETHING GOES WRONG?

Web 2.0 services and cloud computing are blurring the distinction between data controllers,

75 Article 29 Data Protection Working Party, Opinion 03/2013 on purpose limitation (note 71), p. 3.
76 Ibid. p. 31.
77 Paul M. Schwartz, Privacy and the Economics of Personal Health Care Information, TEx. L. REV. 1, 1997, p. 25-31.
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data processors, and data subjects. It is easy to imagine that in complex systems of
transportation, e-health, surveillance and governance, hacking, bugs and errors could occur.
What’s more, if an entire city has an “operating system”, what happens when something goes
wrong?’® Driverless cars can crash, bugs can take down the whole electricity grid, the whole
system could be under DDOS attack, and drones could hit passenger aircraft.”” And more
importantly, if we acknowledge that a smart city platform is one big ICT platform, it is easy
for criminals to commit crimes, stole identities, and take control over the ICT platform. In
such situations, who will be considered as accountable?

We can imagine that in smart cities concepts it can easily happen that all the
responsibilities are not written beforehand in detail. It can also occur that are no estimated
risks, and it is not specified who is the data controller, who is processing which data, what are
the flows of the data, and what kind of security measures ought to be considered as obligatory.

There are many cases happening at the moment where huge damage has been made to
banks, IT companies, and individuals because there is no such ICT system that is completely
secure from all sorts of cyber attacks. For example, when we consider cyber attack on one
gigantic company we can see that attackers were men who were not expert computer hackers
and they just bought the hacking tools they needed—such as the ability to send e-mails with a
toxic payload to infect the computer of anyone who opens them—on the black market.? Just
as bank robbers do not need to make their own guns, cyber-criminals do not need to write
their own malevolent software.?! Thus, by implementing wide range ICT technologies we
create a lot of space for cybercrime activities and often without any clear strategy how to cope

with them.

2.7 PRE-CRIME SOCIETY

After 9/11 we have been witnessing implementation of advanced technological procedures

implemented in the airports and new counter-terrorism provisions implemented in national

78 http://www.bbc.com/news/uk-30369701.

79 Ibid.

80 http://www.economist.com/news/business-and-finance/2 16782 14-criminal-economy-developing-faster-lawful-one-can-
defend-itself-what-lies-behind?fsrc=email to a friend

81 Ibid.
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legislations, without strict explanation what has been the actual threat and whether the
employed measures have achieved precise law enforcement goal. Due to Edward Snowden
revelations®? citizens came to be more aware of the constant surveillance performed by novel
software programmes and that boundaries for collecting data have not been put in place. It
seems like data have been collected in every moment about every human being, while each
individual has been considered as suspect even though there is no reasonable doubt that a
crime has been committed. The main motto became - collect the data and maybe it will be
useful later. Such surveillance shapes society in a pre-crime society where pre-emptive
policing has been performed. The police shift focus from investigating the crime to prevention
of the crime. The question arising at this point is if it is proportionate and necessary in a
democratic society to store personal data of innocent individuals for the sake of preventing the
committal of future, and perhaps never to be committed crimes, even when there is no
particular indication that such future crimes will be committed, and there is no relation
whatsoever between the individuals whose data is processed and the yet uncommitted

crimes.®?

2.8 INTERIM CONCLUSION

Marc Goodman®* stated: “More connection to more devices leads to more vulnerabilities... If
you control the code, you control the world”. There is a great possibility that by employing
smart cities concepts, large files of data in a central server will be created about each
individual citizen from the day of birth and that citizens would be observed from one central
monitor. Those virtual files could shape our lives and futures, by predicting in the present
whether we will perform some criminal activities in the future or what kind of products we
will buy tomorrow. It sounds like a science fiction movie but it seems quite real when we
acknowledge all the data that are collected on a daily basis about web activities, location,

habits, and preferences. Currently, there are many question marks and problems present in

82 The former CIA employee who reveled classified information about U.S. National Security Agency surveillance.

8 F. Gonzalez, P. de Hert, E.E. Ellyne, S. Gutwith, Huber, Marper and Others: Throwing new light on the shadows of
suspicion, INEX Policy Brief, no 11, published by Centre for European Policy Studies (CEPS).

84 M. Goodman is the author of the book Future Crimes, the book that described criminal challenges of the digital age.
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smart cities ICT platforms, from all the possible sociological and ethical impacts, to problems
relating to massive surveillance and cybercrime issues. From the examined opinions and case
law, we can conclude that there is no simple solution because each technology should be
analysed on case-by-case basis. It is important to have in mind all the positive and negative
implications of each technology that is employed in a smart city in order to achieve
transparency and trustworthy in relationship between a smart city and its citizens. Technology
by itself is neutral; it is neither good nor bad. People are those who control the technology and
they choose in which direction technology will lead humanity. The principle of
proportionality should be the starting point in dealing with privacy issues, by taking into
account all the legal grounds for processing personal data, especially legitimate and public
interests where there is no consent of the data subject, along with social needs and criteria of

security, necessity, relevancy, and sufficiency.
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3 CHAPTER: SMART PRIVACY

Basic principles prescribed in Data Protection Directive serve as a solid base for a legitimate
processing of personal data but when we take into account that those rules and principles were
written in the time before smartphones, cloud computing, drones, and vast usage of the
Internet, it is easily noticeable that Data Protection Directive provides legal framework that is
not sufficient. Data Protection Directive does not provide legal instruments that follow
technology and does not enable enough control for the data subject. Each time when we click
some box with large text of terms and conditions we question the notion of consent. Do we
really consent to something we do not read and understand? Are we are aware of what is
exactly happening with our data? On the other hand, when processing is occurred for the
legitimate purpose and on legal grounds, can we exercise our rights?

The EU Digital Agenda Commissioner Nellie Kroes’s speech at the IoT Europe
conference, in November 2012, estimated that the IoT will consist of 50 billion devices, and
Big Data is already pushing the bounds of current data protection law. Many currently
employed technological developments are not yet regulated and currently there is a big
discussion going on as to whether the law should regulate data analyses that are quite
profitable. At the same time, human population is growing and concentrating in large urban
areas. By 2030, 4 billion people will live in cities around the globe®®, so at this point it became
crucial to consider what kind of privacy regulation would be considered as appropriate when
we consider current issues in relation to smart cities as well as huge amount of present smart
devices.

In this chapter the author will answer the second research question and describe legal
instruments provided in the current privacy and data protection legal framework and
encompass principles and tools provided in the proposed legal framework. Such combination
of relevant principles for the purposes of this thesis will be defined as Smart Privacy, the
combination of privacy principles that should be more adequate for the current technological
developments.

Smart Privacy is the concept of privacy that should result with more proportionality

85 http://esa.un.org/unpd/wup/highlights/wup2014-highlights.pdf
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between different interests. Such concept takes into account all the stages of a smart city
project. The hypothesis behind this concept is that, if we build smart city, we should also
construct Smart Privacy. Even though the part of the principles described in Smart Privacy
concept are prescribed in the Proposed Regulation, and are not obligatory for data controllers
at this moment, the current legal framework should be amended in order to better cope with
data flows outside the EU, cybercrime, data mining, de-anonymisation, and re-purposing.
Otherwise, the whole system would be more “dumb” than “smart”, and could be considered
as an invasive system from citizens’ point of view.

Smart Privacy covers basic principles from Data Protection Directive, namely
principles of lawful processing, the principle of specification and limitation, data quality
principles, the fair processing principle, principle of confidentiality and security of data, as
well as the principle of accountability, Privacy Impact Assessment, Privacy Enhancing
Technologies, Privacy by Design and Default from the Proposed Regulation. This conception
of privacy is more complex and more flexible than what we are used to. It begins with the
principle that law by itself is not only modality of regulation and that law should take into

account technology in order to provide reasonable solutions.

3.1 CRITERIAFOR MAKING DATA PROCESSING LEGITIMATE

In light of Article 52 of the Charter and Article 8 ECHR, the processing of personal data is
lawful if it is in accordance with the law (accessible to the persons concerned and foreseeable
as to its effects®®), pursues a legitimate purpose, respects the essence of the right to data
protection, and is necessary in a democratic society®’. According to ECtHR jurisprudence, in
each case privacy must be carefully balanced against other human rights and legitimate
interests. According to Article 7 of Data Protection Directive, the personal data may be
processed only if the data subject has unambiguously given the consent; the processing is
necessary for the performance of a contract, compliance with a legal obligation, protection of

vital interest of the data subject, the performance of a task carried out in the public interest, or

8 EctHR, Amann v. Switzerland, application no. 27798/95, judgement of 16 February 2000, para 50.
87 Liberty v. the United Kingdom, (note 58).
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for the purposes of the legitimate interests pursued by the controller. All these grounds
equally constitute legitimate processing and the controller can process the data based on at
least one of the grounds listed above. In case of special categories of data, Article 8 of Data
Protection Directive and Article 9 of the Proposed Regulation define the processing and
exceptions based on explicit consent, employment law, legitimate activities etc. In each
scenario two tests should be applied: Article 8 of ECHR test and Article 7 and/or 9 of Data

Protection Directive test.

3.2 THE PRINCIPLE OF PURPOSE SPECIFICATION AND LIMITATION

This principle considers the purpose of processing of personal data and basically it means that
the purpose of the processing of personal data has to be explicitly defined before the
processing started and that processing for undefined purpose constitutes unlawful processing.
The principle is defined in Article 6 of Data Protection Directive, in which it is also
prescribed that further processing needs additional legal basis if the new processing is
incompatible with the original one. Incompatible processing is not defined in Data Protection
Directive or in the Proposed Regulation so it is up to case-by-case basis to interpret what the
term exactly means. Some basic guidelines could be found in A29WP Opinion 03/2013 on

purpose limitation.

3.3 DATA QUALITY PRINCIPLES

Data quality principles have to be embedded in every stage of the processing of personal data.
Those principles relate to data relevancy, data accuracy, and the limited retention of data.
According to Article 6 of Data Protection Directive, the processing of personal data should be
adequate, relevant, and not excessive in relation to the purposes for which they are collected
and/or for further processed. In the context of smart cities this principle is rather important
due to the public services for which the controller usually needs the data about traffic,

movements or patterns. Usually it is not necessary to link such data with the specific person
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and in many cases the processing of personal data is not relevant to the purpose of collecting
the data for the city development and sustainability.

The data should also be accurate and data subject should be able to access the data and
rectify it (Article 12 of Data Protection Directive). In the same Article it is prescribed that the
data should be kept in a form that permits identification of data subjects for no longer than is
necessary for the purpose of the processing. The Proposed Regulation goes one step further
and in Article 17 prescribes right to be forgotten and erasure. The data subject should have the
right to obtain the controller the erasure of the personal data, especially in relation to personal
data that are made available by the data subject while he or she was a child. The right to be
forgotten is not completely new concept but it became acknowledged after CJEU decision in
case Google v. Costeja. Even though this right will put lot of burden on data controllers in
order to estimate what should be erased and when, this right enables the control to data
subjects and empowers them to erase some embarrassing data, for example, from their
childhood or adolescence, which can be an important factor in relation to the smart cities

concepts.

3.4 THE FAIR PROCESSING PRINCIPLE

This principle deals with ensuring transparency and trust between data controllers and data
subjects. The data subject should be informed about the processing in a clear and
comprehensive way. Article 11 of the Proposed Regulation defines transparent information
and communication. In that sense, privacy policies should be easy to read and “friendly” in
order to adapt the language to data subject, and those policies should not be changed
frequently. Information about processing of personal data should be easily accessible and not
too long or complicated, especially in a case where only legal ground for processing of data is
the consent of the data subject.

This principle is closely connected with the right of data subject to access and object,
prescribed in Article 12 and 14 of Data Protection Directive and Article 14, 15, and 19 of the
Proposed Regulation because the data controller should provide the data subject insight into

the processes regarding personal data and prove on a transparent way how exactly the
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processing of data occurs.

3.5 CONFIDENTIALITY AND SECURITY OF PROCESSING

Articles 16 and 17 of Data Protection Directive prescribe confidentiality and security of the
processing. The controller must ensure that any person acting on behalf of the controller must
follow data controller’s instruction and the controller must implement appropriate technical
and organisational measures to protect personal data. Such measures should achieve level of
security appropriate to the risks represented by the processing and the nature of the data to be
protected. In the case where the controller employs a processor, the processor should provide
sufficient guarantees in respect of technical security and organisational measures. Such
processing should be regulated in writing, through a contract by which the processor is
obliged to follow the instructions of the data controller.

The Proposed Regulation in Article 30 extends these obligations directly on the
processor, irrespective of the contract between the controller and the processor, and prescribes
strict rules regarding notifications on data breaches. It is not clear how data controllers will
perform all the necessary actions regarding notification on data breaches in such short period
of time and who exactly they should notify, but when we take into account that hacking is

88

happening to almost every operating system®® it is important to at least provide such

obligation in the legal framework.

3.6 PRIVACY BY DESIGN

As the most innovative element of Smart Privacy, we can note that kind of privacy that is
integrated in technology. Article 23 of the Proposed Regulation prescribes: “Having regard to
the state of the art and the cost of implementation, the controller shall, both at the time of the
determination of the means for processing and at the time of the processing itself, implement

appropriate technical and organisational measures and procedures in such a way that the

88 https://stellarbluetechnologies.com/2015/08/4-scary-hacking-statistics/
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processing will meet the requirements of this Regulation and ensure the protection of the
rights of the data subject.” Such provision summarises the heart of Privacy by Design, which
is anticipating and addressing privacy issues before they become problems, in a positive-sum
manner.%

The beginning of the term “Privacy by Design” (hereinafter: PbD) dates from October
2010, when, at the International Conference of Data Protection and Privacy Commissioners in
Jerusalem, Ann Cavoukian, Ph.D., Canadian Information and Privacy Commissioner,
proposed PbD resolution. The resolution was unanimously adopted, and privacy regulators
around the world have now recognised PbD as an “essential component of fundamental
privacy protection”.”® As a rather new term, PbD offers excellent prospects for strengthening
accountability, security, and individual rights. More than a single principle or concept, PbD
consists of a set of seven foundational principles that represent a privacy solution that is both
comprehensive and proactive.”! PbD principles are universal in nature; they may be applied to
technologies, business information systems and processes, as the consultation paper notes,
and also to information eco-systems, meta-structures, even extending to systems of regulation
and oversight.”? The stated principles are following:

a) The PbD approach is characterised by proactive rather than reactive measures, it

anticipates and prevents privacy invasive events before they happen;

b) PbD seeks to deliver the maximum degree of privacy by ensuring that personal data
are automatically protected in any given IT system. Thus, no action is required on the
part of the individual to protect their privacy — it is built into the system, by default;

c) Privacy is integral to the system, without diminishing functionality;

d) PbD avoids the pretense of false dichotomies, such as privacy vs. security,
demonstrating that it is possible to have both;

e) PbD, having been embedded into the system prior to the first element of information
being collected, extends securely throughout the entire lifecycle of the data involved -

strong security measures are essential to privacy, from start to finish;

8 A. Cavoukian, M. Prosch, The Roadmap for Privacy by Design in Mobile Communications: A Practical Tool for
Developers, Service Providers, and Users, Privacy by Design Research Lab, Information and Privacy Commissioner, Ontario,
Canada, December 2010, p. 8.

% A. Cavoukian, Ph.D., Comments on the European Commission’s Comprehensive Approach on personal Data Protection in
the EU — Public Authority, 13 January 2011, p. 2.

ol Ibid.

%2 Ibid.
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f) PbD seeks to assure all stakeholders that whatever the business practice or technology
involved, it is in fact, operating according to the stated promises and objectives,
subject to independent verification;

g) Above all, PbD requires architects and operators to keep the interests of the individual
uppermost by offering such measures as strong privacy defaults, appropriate notice,

and empowering user - friendly options.”?

Having listed all the relevant principles of PbD, it can be concluded that such concept
requires feam sport®*. In case of smart cities, it may be considered as crucial to broaden
cooperation of stakeholders involved in the development of smart cities. Even though the
effects of technology are quite difficult to predict beforehand, certain effort has to be made
from the beginning of the project since the problems arising afterwards are difficult and
expensive to be solved. Good example of such cooperation is project “Safeguarding Data
Protection in an Open Data World”® as a cooperation between Delft University of
Technology and Tilburg University, which has taken in mind that imbalance between open
data and data protection regulations may block further development and implementation of
smart cities and for that reason involved a legal researcher who will cooperate with engineers
and designers in order to build effective co-design of data protection and open data
regulations to the smart city domains of transport, energy, and e-health. The core principle of
PbD is based on such cooperation where privacy will be integrated into a product from the
beginning of a research and development and in that way privacy could be seen as a
competitive advantage rather than a competitive disadvantage.

Furthermore, PbD is a way of regulating behaviour by code, and implementing rules in
the EU legislation can be interpreted as a regulation of code. As Lawrence Lessig stated”®:
“Cyberspace has no nature, it has no particular architecture that cannot be changed”. This
code can change, either because it evolves in a different way, or because governments or

businesses push it to evolve in a particular way. PbD as a form of regulation of code could

9 A. Cavoukian, M. Prosch, The Roadmap for Privacy by Design in Mobile Communications: A Practical Tool for
Developers, Service Providers, and Users (note 88), p. 5 and 6.

% A term team sport in the context of PbD has been developed by Oracle Corporation’s Vice President for Global Public
Policy, Joseph Alhadeff, http://www.privacybydesign.ca/content/uploads/2010/03/Going_for the gold.ppt.PbD.pdf.

%5 http://recruitment2.tudelft.nl/vacatures/index.php?lang=n1&id=546419&type=a.

% Lawrence Lessig “The Law of the Horse: What Cyberlaw Might Teach”, Research Publication No. 1999-05 12/1999, p.
532.
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equip data subject with more powers than law alone, but it is up to national legislations to
balance between privacy of individual, public security, and economic interests. In case of
prevention and investigation of crimes, different governments might impose various rules to
define scope of allowed privacy and rules what data, and in which case, should be provided to
law enforcement. For example, in case of encryption of data, different national legislation
provide different solutions whether the suspect is obliged to provide the decryption key or
principle of self-incrimination applies in that case. Regulating code can enable or disable the
values implicit in the law. Competition between different stakeholders (consumers, businesses,
and governments) could develop. Authors of code might develop code that displaces law;

authors of law might respond with law that displaces code®’.

3.7 PRIVACY BY DEFAULT

Along with PbD, Article 23 of the Proposed Regulation prescribes Privacy by Default: “The
controller shall implement mechanisms for ensuring that, by default, only those personal data
are processed which are necessary for each specific purpose of the processing and are
especially not collected or retained beyond the minimum necessary for those purposes, both
in terms of the amount of the data and the time of their storage. In particular, those
mechanisms shall ensure that by default personal data are not made accessible to an
indefinite number of individuals.”

Obvious question that pops out after reading this provision is - should any data ought
to be collected without consent or data controllers should decide upon the level of collection
of personal data that is necessary for each specific purpose of the processing? This question is
particularly interesting with regard to smartphones in which usually users have many
applications and various applications collect various data and specific data is necessary for
actual functioning of the application. Should the user give consent to every application and
who would actually be responsible in case of not complying with Privacy by Default rule?
According to Jacob Kohnstamm, chairman of the Dutch DPA and the former chairman

A29WP, Privacy by Default is the only way for smartphone apps to provide an opportunity

7 Ibid.
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for explicit consent and the consumer must choose to share.

Privacy by Default puts a significant liability on developers of ICT platforms and
applications. In a smart cities concept that would mean that all the ICT should be developed
and implemented with mechanisms for ensuring Privacy by Default and the minimum
necessary for collection purposes should be preciously defined. Usually the law shall set
limitations and grounds for the processing of data and contracts shall define precise scope of
default settings. ICT platform should be developed as a mechanism that, by its initially
settings, allows only minimum of collection of personal data along with minimum time of
storage and defined circle of personal authorised to access the data. Only upon consent of a
data subject those settings would be changed and adapted to under level of settings, allowing
more scope regarding data processing. That would mean, for example, that the data controller
would initially perform only such processing of data that is prescribed by law, pursues
legitimate interest or is necessary for vital interest for the data subject of public interest,
whereas for all the processing of data outside of the limited scope, the data controller would
need additional consent and such consent would then change the default settings. Certainly,
there are lots of debates upon Privacy by Default definition and we can expect many

discussions and interpretations when the Proposed Regulation comes into being.

3.8 PRIVACY-ENHANCING TECHNOLOGIES

From its infancy, PbD has had a close relationship with Privacy-Enhancing Technologies
(hereinafter: PETs). PETs pioneered the notion that technologies may be used to enhance
privacy by building in safeguards — protecting data before it ever reaches a third party.”® Such
ICT solutions offer, in the shape of privacy, protection for users, consumers and citizens, thus

the ICT protecting privacy have become widely known under the term PETs.

Article 17 of Data Protection Directive requires that data controllers must implement

appropriate technical and organisational measures to protect personal data against accidental

% A. Cavoukian, M. Prosch, The Roadmap for Privacy by Design in Mobile Communications: A Practical Tool for
Developers, Service Providers, and Users (note 88), p. 13.
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or unlawful destruction or accidental loss, alteration, unauthorized disclosure or access, in
particular where the processing involves the transmission of data over a network, and against
all other unlawful forms of processing. Given the basic legal requirements for privacy
protection and the risks of privacy incidents, technical provisions that are deemed to be
adequate are those that go beyond the implementation of traditional security measures.
Furthermore, such additional security measures are closely connected with trust. Trust has
always been a key element in successful production of various products.”” In industrial
marketing, the 20% of the sales force that sells 80% of the volume owes much of its success
to building trust-based relationships with clients. % Hence, the companies draw a close line
between the trust of consumers and their profit, in a way that they predict that consumers will

rather buy products and use services that they consider safe and trustworthy.

However, getting to know the consumers and building trust, leads to the so-called
“Privacy Paradox™!!, Privacy paradox occurs when companies want to gain consumers’ trust
by tailoring their services to consumers’ needs. In order for companies to know their
consumers, they capture their personal data, and the more data they collect, the more trust
they lose, and subsequently such loss reflects in the loss of profit.

For these reasons, both companies and customers may find PET’s quite important. In
the smart cities concept both companies and municipality should act in an ethical and
transparent manner in order to gain trust from citizens and engage citizens in a safe and
sustainable community.

Article 22 of the Proposed Regulation goes one step further from Data Protection
Directive and defines the responsibility of data controller, according to which the EC will
specify further criteria and requirements for appropriate measures along with the conditions
for the verification, and auditing mechanisms for micro, small and medium-sized-enterprises.
In connection with the mentioned Article 22 we can mention Article 39 of the Proposed
Regulation, which introduces the possibility to establish certification mechanisms and data

protection seals and marks. Such seals and marks would enable consumers to recognise PETs

% P.M. Doney and J.P. Cannon, “dn Examination of the Nature of Trust in Buyer-Seller Relationships”, Journal of
Marketing 61, April 1997, p 35-52.

100 Glen L. Urban, Fareena Sultan and William J. Qualls, “Placing Trust at the Center of Your Internet Strategy”, Magazine:
Fall 2000 October 15, p 1.

101 Tilburg University, TILT, Course E-Commerce, Lecture from April 2015.
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and build trust by distinguishing PETSs from other types of technologies.

When examining such regulation of technology, we can draw a parallel with the
regulation of design for water heaters and hot water storages tanks, namely Regulation No.
814/2013 of 2 August 2013, based on Directive 2009/125/EC of the European Parliament and
of the Council with regard to eco-design requirements for water heaters and hot water storage
tanks. In the same way that these legal instruments provide framework for the setting of eco-
design requirements for energy-related products, we could specify regulation of technology in
a way that enhances privacy and requires third party certification. This could be an important
step to inhibit the production of technology that is privacy intrusive and support the

production of PETs.

3.9 PRIVACY IMPACT ASSESSMENT

Privacy impact assessment (hereinafter: PIA) as a rather new model has been already
implemented in some countries (for example, Australia, Canada, the United States, the United
Kingdom, and New Zealand'??) and elements of such model have been already integrated in
business processes of companies (such as, Nokia, Siemens, Vodafone). PIA is a model based
on avoiding future problems by learning from the past and imagining how new technologies
might bring new problems — including that intriguing class of the “unknown unknowns”.!* As
the term suggests a methodology for assessing the impacts on privacy of a project, policy,
programme, service, product or other initiative which involves the processing of personal
information and, in consultation with stakeholders, for taking remedial actions as necessary in
order to avoid or minimise negative impacts. ' Such methodology should firstly define the
privacy that is subject to impact assessment and subsequently provide list of possible

problems that might occur as well as ways of avoiding them.! The aim of PIA is to evaluate

102 http://www.piafproject.eu.

103 p_de Hert, D. Wright editors, Privacy Impact Assessments, Law, Governance and Technology Series, Volume 6, Springer,
2012., p. v.

104 Tbid.

105 Thid., p. ix, p. xii.
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if the project was fully compliant with privacy laws, regulations, and relevant codes of
conduct and thus, in case of non-compliance, PIA should result with red light report, namely
to advise not proceeding with the given project or to make crucial adjustments. Thus, for a
high privacy risk, PIA may need to be repeated on a six-monthly basis until the agreed
mitigating actions have been implemented and therefore have reduced the likelihood of the
privacy risk materialising, while for a low privacy risk activity, the privacy impact assessment
may only need to be repeated every two years unless there is a relevant legislative change or a
major re-organisation in the business and commercial arrangements.!% In each case privacy
audit should be performed after PIA in order to audit if the PIA recommendation have been

effectively implemented.

Deloitte and Touche defined a PIA as “a process to help determine whether
technologies, information systems and proposed programs or policies meet privacy
requirements. It measures both technical compliance with privacy legislation and the broader
privacy implications of a given proposal, project or product.”!”” Sometimes some simple
adjustments may be all it takes to make the difference between a project that is privacy
intrusive and one that has built in necessary safeguards. If the organisation is able to
demonstrate that it did engage and consult with a wide range of stakeholders, was
forthcoming with information, considered different points of view, it will be more difficult for
some stakeholders to claim subsequently that the organisation was negligent in its
undertaking. % According to Paul de Hert, PIA should be published, in order to allow
contestation and public debate and according to the Canadian Office of the Privacy
Commissioner’s creation of a central registry of PIA is recommended. Many privacy experts

agree on the following statements:

a) PIA is applicable to both public and private sector,
b) PIA raises level of transparency,

c) PIA builds trust,

d) PIA mitigates possible risks, and

106 p_de Hert, D. Wright editors, Privacy Impact Assessments (note 103), p. 299.

107 Karol, Thomas J., Cross-Border Privacy Impact Assessments: An Introduction, ISACA Journal, Vol. 3, 2001.
http://www.isaca.org/Journal/Past- Issues/2001/Volume- 3/Pages/Cross- Border-Privacy-Impact-Assessments.aspx.

108 p_de Hert, D. Wright editors, Privacy Impact Assessments (note 103), p. 16 and 17.
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€) minimises reputational harm.

Since data protection right by itself has separate meaning, this thesis will also consider
data protection impact assessment (hereinafter: DPIA), which is model that should be applied
together with PIA.!'% While DPIA assess legal requirements spelled out in the European data
protection framework, PIA takes into account more complex principles in the context of the
ECHR and the relevant case law of the ECtHR. Hence, such checklist is not simple and has to
be adapted in every specific case. Article 8 of ECHR allows a public authority to interfere so
long as the measures taken are “in accordance with the law” and “necessary in a democratic
society” in pursuance of a wide range of “legitimate aims”, including prevention of crime and
disorder and protection of the rights of others. For example, in case Liberty v. the United
Kingdom'!” the ECtHR decided that the UK law does not clearly indicate when their
communication is intercepted and what is subsequently done with their communication, so the
governmental measures were considered as the measures that were not in accordance with the
law. In Heinz Huber v. Germany case''' the ECtHR discussed the legitimate aim of nation-
wide database containing information on non-German EU citizens for the sake of applying the
law relating to the right of residence, and its use by German authorities for crime fighting.
The ECtHR established that the use of such database for crime-fighting purposes had to be
interpreted as putting in place a system for processing personal data precluded by the
principle of non-discrimination of EU citizens so the database set up for a legitimate purpose
cannot be used in all cases to serve other interests even when they are legitimate too.''?
Furthermore, the ECtHR in its cases discusses notion of “necessary in a democratic society”.
For example, in Uzun case'!’ the ECtHR stated that the notion of necessity implies that the
interference (surveillance via GPS) corresponded to a pressing social need and that it was

proportionate to the legitimate aim pursued.

Article 33 of the Proposed Regulation introduces DPIA as a legal obligation of

109p_de Hert and S. Gutwirth, Privacy, Data Protection and Law Enforcement: Opacity of the Individual and Transparency
of Power, in Erik Claes, Anthony Duff and Serge Gutwirth (eds.), Privacy and the Criminal Law, Intersentia, Antwerp, 2006,
p. 61-104.

10 Liberty v. the United Kingdom (note 58).

'F, Gonzalez, P. de Hert, E.E. Ellyne, S. Gutwith, Huber, Marper and Others: Throwing new light on the shadows of
suspicion (note 81).

12 p_de Hert, D. Wright editors, Privacy Impact Assessments (note 103), p. 55.

13 ECtHR, Uzun v. Germany, application no. 35623/05, judgment of 2 September 2010.
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controllers and processors to carry out a data protection impact assessment prior to risky
processing operations and lists that the assessment shall contain general description of the
envisaged processing operations, an assessment of the risks to the rights and freedoms of data
subjects, the measures envisaged to address the risks, safeguards, security measures and
mechanisms to ensure the protection of personal data and to demonstrate compliance with the
Proposed Regulation, taking into account the rights and legitimate interests of data subjects
and other persons concerned. According to Article 86 of the Proposed Regulation, it is up to
the EC to adopt delegated acts for the purpose of further specifying the criteria and conditions
for the processing operations likely to present specific risks and the requirements for the
assessment, including conditions for scalability, verification, and auditability. The EC may

specify standards and procedures for carrying out and verifying and auditing the assessment.

To conclude, DPIA and PIA should be performed before the implementation of a
smart city project and further assessments will depend on characteristics of the project and the
results of the first assessment. In the author’s opinion, data controllers should keep in mind
Data Protection Directive, the Proposed Regulation, the Charter and ECHR case law, and
make an appropriate checklist. In general, DPTA and PIA should encompass the following''*:

e checking data protection compliance - legal requirements and principles for lawful
processing of personal data in the EU legal framework,

e defining data controllers’ obligations,

e defining data processor’s obligations,

e defining data subject’s rights,

e defining remedies and liabilities,

e cxamining transparency and fairness of the processing,

e cxamining whether the processing is necessary in a democratic society,

e cxamining whether the processing pursues legitimate aims,

e examining if processing corresponds with a pressing social need,

e assessing if the processing respects the inviolability of the essence of any human right,

e checking if the processing is providing no unfettered discretion,

e cxamining if the processing is proportionate, appropriate, and uses least intrusive

114 Following the guidelines from P. de Hert, D. Wright editors, Privacy Impact Assessments (note 103).
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means,
e cvaluating if the processing is consistent with other human rights.
The described assessment based on a bundle of rules and principles should be adapted to
particular technology and it should consider all the relevant legal framework and human rights

case law and principles.

3.10 THE PRINCIPLE OF ACCOUNTABILITY

In Data Protection Directive, the principle of accountability is not directly mentioned, but
some elements of this principle can be seen in Article 17 (security of processing) or by
mentioning the possibility of appointing a “personal data protection official” in Article 18.
Article 22 of the Proposed Regulation takes account of the debate on a "principle of
accountability" and describes in detail the obligation of responsibility of the controller to
comply with the Proposed Regulation and to demonstrate this compliance, including by way
of adoption of internal policies and mechanisms for ensuring such compliance.!'> The
principle of accountability is not only related to data controllers, it is also quite significant
with regard to data processors. Thus, it is equally important for data processors to comply
with their legal obligations as well as contractual obligations.

Article 26 of the Proposed Regulation defines data processors’ obligations regarding
instructions from the controller, in particular, where the transfer of the personal data used is
prohibited; regarding data processor’s staff, data security, employment of another processor,
the necessary technical and organisational requirements, transfers of data to a third country,
etc. All these legal terms should be translated into precise technical measures of each product
and the scenarios have to be predicted in order to provide solutions in case of a problem.

The principle of accountability enacted in the Proposed Regulation, provides a base
for structured and responsible management of personal data. Such principal aims to develop
guidelines and codes of conduct regarding lawful processing of personal data, training and

educating staff, and engaging data protection officers. The basic idea behind this principle is

115 European Parliament legislative resolution of 12 March 2014 on the proposal for a regulation of the European Parliament
and of the Council on the protection of individuals with regard to the processing of personal data and on the free movement
of such data (note 44), p. 10.
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for the controllers to be able to show documentation and describe processes occurring when it
comes to processing of personal data. By ensuring clarity in business processes, data
controllers can easily determine accountability in case if something goes wrong and build
trust towards data subjects.

When it comes to ICT projects, one thing is for sure, there will always occur some
problem. So it is not just a matter of being cautious “just in case”, it is more a scenario in
which due care should be applied. All the processes occurring in a smart city platform should
be documented in a written form and organised in a structured manner that could enable easy
management of each respective process. If we build a smart city platform in which dozens IT
companies are involved together with dozens IT subcontractor companies from several
different countries, we can expect a bundle of interconnected data and many liability issues.
For those reasons, smart cities should be built as well-structured ICT projects with precise

stages, codes of conduct, and contracts.

According to A29WP opinion on accountability!!® this principle should contribute to
moving data protection from ‘theory to practice’ as well as helping data protection authorities
in their supervision and enforcement tasks. Finally, the principle becomes especially
important when we consider that the Proposed Regulation provides rules enabling data
protection authorities to fine companies who do not comply with EU rules up to 2% of their

global annual turnover.

3.11 INTERIM CONCLUSION

This chapter answered the second research sub-question, namely what should be considered
as Smart Privacy in smart cities within the EU context. We can conclude from the listed
principles that starting point in each case should be consideration of criteria for making data
processing legitimate, which are practically the same in Data Protection Directive and in the

Proposed Regulation. Data controllers should set strict and clear purpose of data processing

116 Article 29 Data Protection Working Party Opinion 03/2010 on the principle of accountability, 13 July 2010, p. 2.
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and limit the scope of the purpose. That is especially important when it comes to open data
concept. Furthermore, data quality principles should be respected along with fair processing
of data. All these basic principles are respected in the present as well as the future legal
framework but we conclude from the examined that the Proposed Regulation is much broader
and detailed in its scope. That is probably the reason why the proposed legal framework was
so disputed and lobbied-against. PbD, Privacy by Default, DPIA, PIA, are quite new terms
and yet to be defined in practice. The Proposed Regulation provides rules and principles for
new notion of lawful processing of data. It is not just a matter of following the legal rules, it is
a concept that privacy should be taken into account in designing process, in settings of a
system, and risks should be analysed and mitigated. The principle of accountability is the
principle that is defined in the Proposed Regulation but it is the principle that is not so new, it
is only more defined as a transparent way of processing personal data.

All the mentioned elements and principles related to Smart Privacy form an
interconnected circular model in order to ensure that all the necessary measures are integrated
in the smart cities in relation to processing of personal data. Such model provides framework
for each stage of a smart city project, therefore Smart Privacy principles should be applied
from idea about a smart city to the platform itself. Some principles of Smart Privacy are
already familiar while others still have to be defined in practice, so there is a lot of
responsibility on data controllers and data processors when it comes to interpreting Data
Protection Directive, the Proposed Regulation, and ECHR judgements.

The “old” principles from Data Protection Directive should be respected in any case
whereas the “new” principles should fill the gaps and resolve new issues of digital and
globalised world. Besides through law, privacy and data protection area should be regulated
through market and the code. Thus, such multidisciplinary construction should provide
balanced model and efficient system of checks and balances whilst it is a matter of a current
state of mind what interests and human rights will prevail in the specific case. Unfortunately,
as we cannot predict judgments of ECHR, in the same way we cannot say for sure what
should be considered as Smart Privacy in each smart city. The balance should be found in
each individual case and all the above-mentioned principles should be taken into account in

the process of balancing between various interests and different human rights.
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4 CHAPTER: SMART PRIVACY IMPLEMENTATION
CITIES PROJECTS

INTO

Figure 2 — Smart sustainable city — guiding framework
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There is a great responsibility on city municipalities and IT companies with regard to
development of a smart city. When we consider that even if we make a slight change in urban
planning by replacing roads with pedestrian area we will gain more social life on the streets,
more pedestrians, and more interaction between citizens, we can only imagine how immense
impact of smart city platforms will be on all citizens. Thus, smart city project should engage
various experts and most importantly citizens, in order to bring successful project to the

community.

In this chapter, the author will examine smart city project as a complex ICT project
and list recommended measures and Smart Privacy principles in every stage of the project that
should result with more successful way of dealing with privacy issues and finding a balancing
model that safeguards privacy of citizens. In this chapter the author will consider all the
elements of Smart Privacy through different stages of production, implementation, and
functioning of a smart city. Firstly, it is important to set the basis and perform necessary
research, and afterwards it is required to perform strategic plan, action plan, and management

plan.

4.1 SETTING THE BASIS

Phase I: Setting the |
Basis for a Smart
| Sustainable City
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Source: ITU-T Focus Group on Smart Sustainable Cities, Master Plan for Smart Sustainable Cities, 5/2015

Setting the basis for a smart city also involves identifying and implementing effective
mechanisms for citizen engagement.!!” “People can act as ‘citizen sensors’, providing
valuable data and a continuous cycle of feedback, and coming up with exciting new ideas”,
suggests Silvia Guzman Arafia. As part of citizen engagement and inclusion, city councils
need to provide training and good public access to information and communication
technologies, acknowledging that there are persistent gaps in terms of skills and access to
these technologies.!!®

Smart city project is in its essence sociological project with directive effect on
people’s lives. Smart city project should start with asking citizens what would they like, what
do they appreciate and what they value the most. After all it is their money invested in such
projects so their opinion should value the most. For example, some kind of platform of idea
should be created in order to examine which ideas or preferences are the most frequent and
interesting. It is important to set clear priorities in accordance with citizens’ preferences and

engage all the stakeholders in further stages of a project.

Meanwhile, setting the basis should also involve sociological research in order to
research possible impacts of technology on city life and citizens. The result of such research
can provide guidelines regarding direction of a project and whether something needs to be
changed in the very beginning. The results will also lead to specifying correct purpose of

processing and further processing of data collected in a smart city.

In this stage rules regarding governance should be put in order to preciously describe
who shall be in charge for the project, which project teams are necessary, and what is the
necessary period of time for each stage of the project, testing and accepting phase, and

complete functioning of the whole platform.

17 https://itunews.itu.int/en/52 1 7-Smart-sustainable-cities-a-road-map.note.aspx.
118 Thid.
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4.2 STRATEGIC PLANNING

Figure 1 — Architecture of a smart sustainable city
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In the phase of strategic planning municipality should set strategic goals for each stage of the
project and for the project in whole, along with vision and mission of the project. Furthermore,
the municipality should write and put in force codes of conduct, internal acts and policies,
establish Ethical Board with clear procedure of filling complains, and appoint data protection
officers in each project team. Data protection officer of each team shall be in charge of
supervision of processes and compliance of processes with codes of conduct, privacy policy,
and relevant laws, and shall closely cooperate with data protection officers of suppliers of
infrastructure and services. Data protection officers may perform DPIA and PIA and set

privacy strategies and goals along with other member of a project team.

Usually in this phase the municipality also sets criteria for selection of suppliers (IT

companies) through public procurement procedure. It is important to set the goals, make
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precise criteria, financial conditions, and prepare contracts before the public procurement
procedure. Contracts should include clauses regarding liability, data lows, rules regarding
retention of data, data breach notifications, security measures, plan for continuation of
processes in case bankruptcy etc. Where possible, it is recommendable to include into public
procurement criteria standards and seals, whereas in future the important role will probably

have privacy seals.'?”

Privacy policy that includes basic privacy principles should establish framework to
ensure that the data will be processed in a lawful manner and wise privacy policy could make
be an important distinction between a successful smart city project and smart city project that
would fail because it seems distrustful and creepy. Because cyberspace is a domain of near-
infinite complexity, we need models to allow us to build common theoretical frameworks to
help us synchronize our academic research, operational planning, and high-level
policymaking. '?° From the Thomas Wingfield’s model '?! the relationships between
technology, law and policy can be seen, so it is up to policy makers in smart cities to wisely
shape this relationship in the specific framework. It is crucial to understand a city as an
ecosystem, which should be created by entities being involved in the process of development
of smart city strategies, including universities, research centres, companies, public agencies,

and the society in a whole.!??

Possible
Technology

Permissible
Law

Preferable
Policy

119 “In order to enhance transparency and compliance with this Regulation, the establishment of certification mechanisms,

data protection seals and standardised marks should be encouraged, allowing data subjects to quickly, reliably and
verifiably assess the level of data protection of relevant products and services. A “European Data Protection Seal” should be
established on the European level to create trust among data subjects, legal certainty for controllers, and at the same time
export European data protection standards by allowing non- European companies to more easily enter European markets by
being certified.” (Article 77 of the Recitals of the Proposed Regulation).

120 Source: Author Thomas Wingfield, J.D., LL.M., https://www linkedin.com/pulse/boxing-cyberspace-legal-considerations-
thomas-wingfield?trk=hp-feed-article-title-comment.

121 Thid.

122 ITU-T Focus Group on Smart Sustainable Cities, Master plan for smart sustainable cities, May 2015, p. 11.
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When it comes to privacy, from a technical point of view, the core steps of planning a smart
city in this phase relies on PETs, DPIA, PIA and the principle of accountability, and thus

evaluates:

o the identification of stakeholders and consulting of these stakeholders,
e the identification of risks,

e the identification of solutions and formulation of recommendations,

e the implementation of the recommendations,

e reviews, audits, and accountability measures.!??

DPIA and PIA shall not be only applicable in early stages of a smart city project - they
should be conducted in different changes, and shall be repeated as many times as considered

necessary, especially taking into account changing services and settings.

The only few existing PIA methods are actually adaptations or transpositions of
security risk analyses to privacy, for example the EBIOS!?* or STRIDE!? methods. The
process of assessment starts with an identification of “feared events”.!?6 Examples of feared
events can be the illegal use of personal information for advertising emails or the failure of
the data controller to comply with the deletion obligation leading to out-dated or incorrect
data that can be used to deprive subjects from their rights.!?” The level of severity of a feared
event is derived from two parameters: the level of identification of the personal data (how
easy is to identify data subjects from the asset at risk) and the level of damage (potential
impact of the feared event for the subject).!?® Depending on its position in this space, a risk

can be classified as “to be absolutely avoided”, “to be mitigated” or “acceptable”.!?’

The existing privacy threat analysis is called LINDDUN methodology, which

123 Thid.

124 The EBIOS method (Expression of Needs and Identification of Security Objectives) is currently addressed within the
"ENISA ad hoc Working Group on Technical and Policy Aspects on Risk assessment and Risk Management". The EBIOS
method is used to assess and treat risks relating to information systems security. It can also be used to accept the way risks
have been treated and to communicate about risks within the organisation and to partners, and therefore assists in the entire
risk management process. Source: https://www.enisa.europa.eu/activities/risk-management/current-risk/risk-management-
inventory/rm-ra-tools/t_ebios.html.

125 https://msdn.microsoft.com/en-us/library/ee823878(v=cs.20).aspx.

126 ENISA, Privacy and Data Protection by Design — from policy to engineering, p. 12.

127 Tbid.

128 Thid.

129 Thid.
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considers seven types of threats: linkability, identifiability of the subject, non-repudiation,
detectability of an item of interest, information disclosure, content unawareness, policy, and
consent non-compliance.!3? Also, severity level of the privacy threats has to be evaluated,
risks have to be prioritised, and privacy requirements shall be addressed in different ways
(ranging from removing a feature of the system, warning the user, taking organisational

measures and using privacy-enhancing technologies).!*!

If DPIA and PIA have been properly conducted, they should provide the privacy and
data protection requirements for the specific product. Consequently, the suppliers of products,
which would not take such requirements into account, would not provide sufficient guarantees
and should not be considered as suitable in the process of public procurement and realisation

of a smart city.

4.3 ACTION PLAN

In this phase of a smart city project it is presumed that the relevant suppliers are selected and
the project continues by building a smart city infrastructure and platform. Depending on
municipality’s needs, some products and services in this stage will be already developed by
the suppliers and, presumably, will only have to be adapted, while some parts of an envisaged
infrastructure will have to be build from scratch. In any case, the infrastructure will contain all

kinds of hardware and software solutions necessary for the proper functioning of a smart city.

Even though the contracts should be drafted beforehand, it is important, in this phase,
to negotiate certain provisions of a contract with selected suppliers and to finalise the
contracting phase in a way that all the contractual parties are satisfied with their content. This

includes particularly the following:

» Framework conditions - include financials and legal conditions, governance, order of

precedence, global description services, cost benefit analyses.

B3%https://distrinet.cs.kuleuven.be/software/linddun/.
BUENISA, Privacy and Data Protection by Design — from policy to engineering (note 126), p. 19.
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Master Services Agreement - define main duties and rights of each party.

Transfer of activities - Business Transfer Agreement - define if the supplier was data
controller or data processor, and assess whether special consent should be applied to
transfer of data.

Service Level Agreement — description of services and their level. Implement
necessary measures and define level of the service when it comes to PbD, Privacy by
Default, and PETs.

Continuity - escrow agreement in case of bankruptcy of contractual party, back up,
and recovery.

Testing and acceptance — in testing phase all the result have to be examined and
certain effort should be put in place to try to improve the system. It is especially
important to pay attention to the possible data breaches in this phase, and all the
possible bugs, errors, and inconsistencies.

Charges and payment, including warranties and penalties for the specific “the worst
case scenarios”.

Liability — describe who is liable for which processing, while also taking into account
chain responsibility of main supplier, especially with regard to cyber security of data
processing.

Force majeure — describe possible cases and scenarios to define force major. This will
be useful in case of dispute what should be considered as force majeure.

Insurance — all the stakeholders should have valid insurance polices for their business
activities.

Confidentiality — conclude non-disclosure agreements with all the stakeholders or put
such clauses into the framework contracts.

Data protection — define role of each stakeholder, who is a data controller and who is a
data processor, what happens in case where there are more data controllers; also,
precise exercise of data subject’s rights to access, rectify, erase, and opt-out. Define
which data is relevant for the specific technology and the purpose of each processing
of data. In case of data transfer outside of the EU adequate level of protection should
be provided to data subjects, so the contract should include model clauses for data

transfer and, where applicable, binding corporate rules.
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» Security — precise technical measures should be put in place for enabling security of
each individual ICT system and the smart city in whole, and define authorised

personal for access to certain data.

As it can be seen from the above, an action plan should involve turning a suggested
project into something tangible. This in turn requires a clearly defined plan for integrating
technology solutions into an action plan. Important considerations should include: timing of
the action; the costs related for implementation; the identification of who are individuals or
agencies responsible for implementation; progress indicators; procedures for reporting and

evaluation.!32

In this phase, local governments work in close collaboration with the various smart
cities stakeholders to design the overall plan for the smart cities implementation (e.g., specific
objectives, priorities, initiatives and actions needed in the short, medium and long term,
including infrastructure investments, setting measurable targets and time frames for their

achievement).

The most important elements of Smart Privacy ought to be considered in this phase
of action plan are PbD, Privacy by Default, PETs, and the principle of accountability.
Reasoning behind prescribing in the Proposed Regulation technical measures that lead to
higher protection of privacy and personal data may be in the fact that designers of products
actually did not tend to think about the possibility of implementing measures that would
empower privacy and data protection. Even tough rules regarding Smart Privacy have not yet
entered into force; it is author’s opinion that, along with principles from Data Protection
Directive, at this moment principles and tools from the Proposed Regulation should be also

taken into account.

In this stage usually the code of smart city ICT infrastructure is created so it is
important to have in mind, privacy policy, legal rules, the strategic goals, and purpose of
implementation of technology. Otherwise, in few years, all the platforms will not be
compliant with all the necessary rules, standards and principles, and will have to be changed

or adapted on the costs of taxpayers.

132 ITU-T Focus Group on Smart Sustainable Cities, Master plan for smart sustainable cities (note 122) p. 11.
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When constructing the code for a smart city we can apply eight privacy design
strategies set by European Union Agency for Network and Information Security (hereinafter:

ENISA) set!33:
> MINIMISE

In the beginning of a smart city project, priorities have to be put in place. This means that the
stakeholders have to decide on the balance between different fundamental human rights, being,
for instance, the balance between public safety and privacy. The entity governing the project
(usually municipality) has to answer whether the depicted processing of personal data is
proportional (with respect to the purpose) and whether no other, less invasive, means are
available for achieving the same purpose. This strategy is applied when personal data, which
is not necessary for achieving the legitimate purpose, is anonymised or pseudonimysed; for
example, in case of an open data where it is not important who uses the public service, the
data that is being collected and processed rather aims at analyzing generalised information -
how many people use the service, in what time, how frequently etc. If the data cannot be
anonymised in a way that data subject is not traceable, at least the mere process of
anonyimisation is under the scope of the legal framework, and less invasive measures of
collecting personal data should be taken into account and, eventually, applied where

appropriate.
> HIDE

This strategy aims to achieve unlinkability and unobservability. Unlinkability in this context
should ensure that two events cannot be related to one another (where events can be
understood to include data subjects doing something, as well as data items that occur as the

result of an event).!** Possible design patterns for this strategy are encryption of data; mix

133 ENISA, Privacy and Data Protection by Design — from policy to engineering, (note 126), p. 18-22.
134 Tbid., p. 19.
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networks to hide traffic patterns, anonymisation and the use of pseudonyms.!3?

> SEPARATE

The third design strategy states that personal data should be processed in a distributed fashion,
in separate compartments whenever possible. This would mean that, even though there is lots
of data collected in smart cities - regarding data subject’s home, traffic, medical conditions,
criminal records, all these databases should be separated where there is no justified reason for
joint analyses. By doing this, data controllers achieve the purpose limitation and prevent

function creep.

» AGGREGATE

This design strategy requires that personal data should be processed at the highest level of
aggregation and with the least possible detail in which it is (still) useful.!3¢ It is important to
apply this strategy to all smart cities public services, especially to smart meters and location

based services.
> INFORM

The strategy corresponds to the important notion of transparency and supports the idea that
data subjects should be adequately informed whenever personal data is processed.!3” This
could be achieved by implementation of clear signs and/or icons on the streets and devices.
Examples of this form of design pattern are an arrow that appears on a smartphone when
location data has been collected and icon of microphone on smart television that appears each
time when sounds are being collected/recorded. Similar design patterns could be used in

public CCTV’s and sensors.
» CONTROL

The control strategy states that data subjects should be provided agency over the processing of

135 Thid.
136 Ibid., p. 20.
137 hid.
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their personal data.!’® Example of this strategy is employment of user-friendly interface by
which data subjects control their settings regarding personal data. It is recommendable to
design Privacy by Default in a way that primer settings are always on a minimal level of

collection and data subject controls which setting should be changed afterwards.
» ENFORCE

The seventh strategy states that privacy policy compatible with legal requirements should be
in place and should be enforced. This relates to the accountability principle and the strategy
ensures that a privacy policy is in place.!?® This implies that proper technical protection
mechanisms are in place in order to prevent violations of the privacy policy, as well as

appropriate governance structures, which enforce that policy.
» DEMONSTRATE

The final strategy requires a data controller to be able to demonstrate compliance with the
privacy policy and any applicable legal requirements. This strategy also supports the
accountability principle. This is explicitly required in the Proposed Regulation and in
particular this requires from data controllers to be able to show how the privacy policy is

effectively implemented within the ICT system.

138 Ibid., p. 21.
139 Thid.
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4.4 MANAGEMENT PLAN
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Source: Technical Specification on “Setting the framework for an ICT architecture of a smart sustainable city” (fg-ssc-0345)

After the completion of an action plan, which means that testing and acceptance of
infrastructure and platform was successful, comes the last stage of the project related to a
management plan. This last phase includes the definition of the City Governance and the
setting of the Monitoring Dashboard to evaluate city performance in the future and involves

close coordination and collaboration among all the stakeholders. !

The execution of each initiative must be carried out in accordance with the Action
Plan. The necessary information must be made available in order to realise the initiative and
learn from experiences and the phase shall also focus on evaluating, reporting and learning
from the smart city processes and related experiences.!*! The results must be registered,

measured and analysed in order to identify the improvements made through the different

140 Thid p. 23.
141 Thid,
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initiatives, and evaluation shall contribute to informing the high-level municipal decision-
makers, as well as to informing the preparation of future baseline reviews to deepen smart

cities plans.!+?

In this phase the governance committee should be set up, and teamed up with people
who worked on the development of the master plan first-hand.!** The committee should
include data protection officer, who had also been included in the previous stages of the
project development. Data protection officers should participate in all the necessary DPIA,
PIA, revision of privacy policies, and deal with execution of data subject’s rights when it
comes to personal data processing. The governance committee should ensure that information
governance grows from being the responsibility of a few managers to an integral part of every

process maintained by the organization.!#*

After complete implementation of a smart city platform, Data Protection Authorities
should perform prior checks, followed by periodic data protection compliance reviews
conducted by the data controllers demonstrating that the data processing mechanisms are in
place and being in line with both assurances made in PIA and the autonomous choices of data
subjects. In case the review finds compliance inconsistencies, it should highlight them and

propose recommendations how to achieve full compliance.

During functioning of a smart city platform all the rules and principles that are
encompassed in Smart Privacy should be respected and all the data controllers should prove in
each moment that they are compliant with those rules and principles. We can notice through
all the phases that the principle of accountability is somehow integrated. Colin Bennett has
distinguished three layers of accountability: accountability of policy, accountability of
procedures, and accountability of practice.!*> The first two types of accountability amount to
have appropriate documents available defining the privacy policies implemented by the
system, i.e. documentation of privacy requirements and the internal mechanisms and

procedures in place (such as PIA, complaint handling procedure, staff training, existence of a

142 Thid.

143 Thid.
M4https://www.linkedin.com/pulse/privacy-paradox-ethical-implications-big-data-judy-selby?trk=hp-feed-article-title-like.
145 http://www.colinbennett.ca/Recent%20publications/PrivacyLawsand%20BusinessAugust2010.pdf.
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privacy officer, etc.) need to be in place.'#® The third type of accountability is more
demanding: to comply with accountability of practice, data controllers must be able to
demonstrate that their actual data handling complies with their obligations, by keeping audit
logs and the logs must also comply with other privacy principles such as the data
minimisation principle (only the personal data necessary for the audits should be recorded)
and security obligation (audit logs should not represent an additional source of risks for

personal data).!¥

Citizens can perceive smart cities projects as unnecessary use of their funds; it is,
therefore, important to demonstrate transparency and accountability in terms of the
investments made in smart city service provision, and the way in which these investments are
having an impact on the citizens' quality of life.!*® For this reason, in the last stage of smart
city project it also important to provide citizens with the smart city dashboard. Such
dashboard makes processing occurring in a smart city transparent and connects new
technologies with citizens. As smart cities are vivid systems living, developing and growing
with citizens, it will be interesting to see how different dashboards will be developed. Indeed,
there is a lot of space for creativity in this area. However, the basic principles should still be
satisfied - such as, involvement of citizens, right to access and rectify, and right to withdraw
and erase. It is still not clear will personal dashboard also be implemented inside citizens’
homes and will those dashboards be connected with some general dashboard. Certainly,
dashboards will be “virtual gardens” where citizens meet and contribute into digital world.
For that reason, it is important to wisely build smart city dashboard in order to build trust and

not to scare or worry citizens.!#’

In case of connecting multiple systems and dashboards, city governance should have
in mind that certain system should be separated and decentralised in case of a high risk for
privacy. Moreover, the option of putting certain high-risk systems permanently of temporary
offline should also be an option in case of high vulnerability of a specific system. In that case,

the offline system could provide less possibility for data analytics but more space for privacy

146 ENISA, Privacy and Data Protection by Design — from policy to engineering, (note 126), p.15.

147 Tbid.

18 ITU-T Focus Group on Smart Sustainable Cities, Master plan for smart sustainable cities (note 122), p. 10.

149 Example of interesting dashboard is London Smarty City Dashboars that is connected with Tweeter
http://citydashboard.org/london/.
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and information security.

Finally, city governance should be equipped to handle all the crisis and problems after
the platform is in function. This includes respecting rights of data subjects to access, rectify,
withdraw, to notify data subjects and competent authorities on data breaches, and to closely

cooperate with data protection authority.

4.5 INTERIM CONCLUSION

In this chapter the author applied Smart Privacy tools through all the phases of a smart city
ICT project in order to answer the third research sub question. The chapter provided the
conclusion that each project should start with setting the priorities and goals, while engaging
all the stakeholders (especially the citizens). Project team should be well-structured and
organised in order to cope well with all the challenges that may arise during the project. The
project team should draw the conclusions, contracts, purposes, time period, interests, and set
the requirements for the entire necessary infrastructure. Meanwhile, a research should
accompany the project, from economical and sociological research, to performance of DPIA
and PIA. After setting the basis, the stage of public procurement should follow in order to

choose the most appropriate suppliers.

Certain parts of technology to be implemented will be developed before the project
whereas certain infrastructure and platforms will have to be developed in the course of the
respective project, as certain elements should have to be tailor-made. If the developed
technology has to be chosen in this stage, it is important that the technology supports all the
principles of Smart Privacy by integrating into the code necessary measures for data
minimisation, data accuracy, data separation, data control and aggregation. Furthermore, in
the public procurement procedure privacy and information security seals and standards should
be favoured. In case of designing certain technology particularly for a smart city project, the
same principles of PbD and PETs should be applied. All the project teams, including data

protection officers, should be involved into designing and development of the technology.
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Such technology should encompass hardware infrastructure as well as software infrastructure
with various data layers and application layers. Obviously, the technology itself will differ in
each city, depending on its needs for traffic regulation, waste reduction, surveillance
requirements, so Smart Privacy principles should be accordingly applied in each scenario in

the most appropriate manner.

Once the suppliers are chosen the whole project and the role of all the stakeholders
should be defined in written form with contracts being drafted in a clear and detailed manner,
including especially provisions on data controllers and data processors responsibilities and
liabilities. The technology employed should enable the processing of data that is transparent,
lawful, fair, and accurate. For that reason, city dashboards should be implemented in order to
provide citizens with the real-time information on what is exactly happening; the technology
should go through the process of testing and evaluating problems and risks. DPIA and PIA
should be performed with the necessary assessments of information security risks, in order to
evaluate possible risks and future actions. City governance should be also structured with
clear aims and responsibilities. Each citizen should have the right to access the data centre and
his/her data along with the right to withdraw consent in each moment and to erase data that is
not relevant. Where appropriate city municipality should put signs and icons with privacy
policies regarding data processing that should be clear and visible. The principle of
accountability should be respected in all the stages with the aim to cooperate with citizens and
data protection authorities while proving compliance with data protection regulations as well

as social and ethical norms.

In every specific project these stages and tools will defer. Naturally, all the procedures
and decisions comprised in this chapter will be a matter of political (policy) decision-making
and will be quite different from city to city. With that in mind, this chapter extracted in each
stage general principles and procedure and aimed to answer what should be kept in mind in

order to provide smarter environment with regard to privacy of citizens.
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5 CHAPTER: SHORT EVALUATION OF DUBROVNIK SMART CITY
PROJECT

After examining all the relevant issues, legal framework, and Smart Privacy tools, we can turn
back at the beginning of the thesis and story about Dubrovnik Smart City Project. From the
documents available through online sources we can conclude that the project is currently in its
initial stages, being only briefly - through few events and documents- presented to the broader
public®®. In this early stage of the project many young IT experts have been invited to
contribute the project, together with Dubrovnik Development Agency and other organisers,
and to create inventions and applications in accordance with the envisaged mission of a

Dubrovnik as a smart city.

At this point, we will examine the Strategy for Dubrovnik Smart City (hereinafter: the
Strategy) - the project that has been published on the Dubrovnik city municipality web
page.!>! The Strategy consists of three stages: (i) analysis of the current state of the city and
definition of visions and goals of the smart city, (ii) identification and definition of key

strategic initiatives, and (iii) preparation of initiative implementation plan.

5.1 ANALYSIS OF THE CURRENT STATE OF THE CITY AND DEFINITION OF
VISIONS AND GOALS

From author’s personal experiences of living in Dubrovnik, it is to be said that the city has
certain substantial functional issues - primarily traffic issues caused, inter alia, by the city’s

geographic location, being isolated from the rest of the country. This issue has been especially

150 http://www.hrt.hr/284162/magazin/dubrovnik-je-odlucio-postati-pametnim-gradom
151 Deloitte, Strategija pametnog grada Dubrovnika - Strategy for Development of Dubrovnik Smart City (note 5), p.
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emphasised and visible during the peak season when the number of people and traffic
significantly multiplies by several times. According to the Strategy, 2,4 million people arrive
to the city using maritime transportation whereas 70% of them use the city roads upon arrival;
so the people, both tourists and local, have a chance to experience a huge traffic congestion

and parking issues.

Furthermore, according to the Strategy there are no metering systems of air pollution,
or maps of green areas. The Strategy depicts analysis of mobility, infrastructure, quality of life,
economic development, and governance. The said analysis confirms that various smart
services are present in Dubrovnik from different sources with a low level of data sharing. For
these reasons the Strategy defines that is necessary to implement a central platform with a real
time actions being visible, with more appropriate involvement of citizens and better
coordination of public services users. Also, the Strategy recommends a city card with the aim
to collect the date that might help in understanding citizens’ needs and behavioural patterns.
The vision of the city goes in a direction of developing more effective public services, smart

services in tourism and culture, and increase living quality.

The Strategy contains 17 smaller projects (leading to the integrated smart city project)
that should form a part of the main city project. One of those smaller projects is security and
privacy project aiming to establish framework and mechanisms for ensuring privacy and
security of data, raising the information security level, increasing citizens’ trust and defining
system of access control and usage of data. To that end, the project supports codes of conduct
as well as standards that would enable security and privacy in the smart city, along with the

privacy policies and definition of audit systems and supervision of the system in whole.

We can conclude from the above that this stage of the project established general aims
in terms of organisation, sustainability, security, and privacy. It is interesting to notice that
privacy has not been made as integrated part of the whole system, but is rather made as a
project itself. It is yet to see how will the experts, which are engaged in privacy and security
project, be engaged in other sub-projects and in functioning of the project as a whole. Also, it
should be mentioned that the privacy has not been structured in detail manner so, at this stage,

it is not quite clear whether the privacy is going to be integrated in certain element of an ICT
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infrastructure, and how the default settings will be structured (in terms of defining the purpose

of data processing, their usage, re-purposing, anonymisation, etc.).

5.2 |IDENTIFICATION AND DEFINITION OF KEY STRATEGIC INITIATIVES

According to the Strategy, the City of Dubrovnik numbers 42,615.00 inhabitants out of which
18% using smartphones, and 61% using the Internet. Based on the Strategy, the basic projects
are development of a smart city platform and smart city office. Also, the Strategy envisages
projects called “quick-wins” (relating to transportation, lighting, and parking), projects of
transformation as well as complementing projects. The concept of open data has been also
included as well as the initiative for the development of general app store for all city apps.

Moreover, the data accuracy principle is envisaged to be implemented in this stage.

The Strategy also mentioned smart city card with personalised services according to
needs of each citizen. Unfortunately, the Strategy does not define how exactly the data will be

collected and processed, for how long it will be retained and how it will be (re)used.

Another noteworthy project from the Strategy is social benefit card, which will enable
easier system of social fees for citizens. Only on a general level, the Strategy mentions that

special care within this project shall be devoted to ensuring the security and privacy of data.

From all the above-mentioned strategic initiatives, we may conclude that all the
strategies are still broadly defined, meaning that the structure and definite goals of each
project shall most likely to be defined in detail as the development/implementation of the
project continues. Even though the project is in its early stages, mission and vision of the
project have been put in place. Thus, the Strategy missed to analyse important aspects of
smart city project, namely what are the citizens’ needs, what are the potential risks and how to
mitigate them, what to expect from the public procurement procedure and what kind of

technology should be suitable according to the city’s mission and vision.
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5.3 PREPARATION OF INITIATIVE IMPLEMENTATION PLAN

In this stage, the Strategy provides guidelines for central operating centre that should collect
all the data in order to provide more transparency and sustainability. As described, the city
will use Big Data management with a view of consolidating the data into unique database and
analysing it. Meanwhile, the city will support open data, standards and rule of data protection

that are nationally and internationally recognised.

The main guidelines are generally described offering general aims and principles. In
the author’s opinion, it would be too early to make any speculations as to what kind of
privacy policy the city shall draw with regard to Big Data and open data, but in any case, in
this phase of the project the codes of conduct and relevant committees, with data protection
officers, should be already established. Since Big Data analytics will be used, along with open
data the city should apply due care to purpose limitation and anonymisation of data. In this
stage of the project it would also be advisable to perform PIA and along with development of

technology use PbD and Privacy by Default tools.

5.4 INTERIM CONCLUSION

Dubrovnik Smart City seems to be a perspective and, in Croatian terms, a progressive project
that should certainly increase living quality of its citizens. We can conclude from the
examined that the project is in the phase of strategic planning while it is not clear if the
project had the phase that included setting the basis and proper research. In this phase of the
project, it would be difficult to conclude whether and how the right balance will be leveraged
between right to privacy, on one side, and other interest and human rights, on the other side,
we can only notice that privacy and security has been included in strategic goals and thus will

be further kept in mind.

It is noticeable also that in this stage of the project not sufficient information and
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research on Dubrovnik Smart City has been made available online, which could raise some
doubts as to whether an appropriate care has been invested in a preparation of the project and
assessment of effects. From the documentation provided online, we can conclude that, at this
point, there are still some blind points — it is not clear what are the relevant data is, what is
going to be the purpose of data collection and processing, and what are the possible purpose
limitations. We can notice that many elements of Smart Privacy have not been mentioned at
all, probably because they have not been made a part of the obligatory legal framework yet.
For example, the project does not mention the principle of accountability and enrolment of
data protection officer. Whilst smart city technologies will provide many products and
services that will process personal data, such as social benefits card, city cards, and various
sensors, the technologies are described as PETs or technology that uses PbD or Privacy by
Default. Moreover, data subjects’ right are not defined at all and DPIA and PIA are not
mentioned as a part of security and privacy assessments so it is not made clear whether such

assessments will be performed as a part of some general audits or risk assessments.

Subsequently, the Dubrovnik Smart City is a progressive and respectable initiative for
such a small city and, at this point, the author could only provide a general observations in a
form of a recommendable - to initiate, as early as possible, all privacy and risks assessments
and to employ all the Smart Privacy tools in order to gain as much benefits as possible from

the newly invented and implemented technology.
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6 CHAPTER: CONCLUSION

In the first chapter the author discussed the notion of [oT, smart cities, and the importance of
privacy. Even though some definitions and concerns have not been fully specified yet, smart
cities are rapidly building and the application of IoT into citizens’ lives will only be wider and
more intense during time. Smart cities are bringing many exciting new technologies and data
analytics (occurring in real time) into citizens’ everyday life. This innovative concept engages
citizens more than any smart concept implemented in the past. The advantages of smart cities
are quite appealing, from real time bus schedules, electric vehicle charging and sharing
infrastructure, smart grids, smart street lighting, and waste collection system, while

disadvantages are not often discussed on a multidisciplinary level.

The importance of privacy has been described in order to depict what it actually means
for an individual and how privacy and data protection have been represented through
legislation and ECHR judgments. It can be concluded that privacy is not just a matter of
inconvenience; it is rather connected with transparency, democracy, intimacy, and trust. As
such, the concept of privacy is closely connected with citizens and their willingness to engage
in smart cities projects. At the moment it is not clear how will smart cities stakeholders deal
with privacy issues, various interests, and how will the balance between human rights be
achieved. For the stated reason, now is the right moment to rethink the current concept of
privacy and implement new tools and principles that could bring balance between different

interests that are shaping smart cities.

The second chapter described privacy issues in smart cities, while focusing to few
most concerning issues. It is concluded that smart cities have been usually conducted without
applying due care regarding research on technology’s impact and citizens’ needs. The next
issues have been conncected with Panopticon effect of smart city and the term of omnipresent
surveillance because smart city platforms offers central observatory as a mean of constant and
centralised surveillance of citizens. Other privacy concerns have been linked with profiling of
citizens, Big Data analytics, open data and analysing individuals’ personal habits, behaviours,

and lifestyles, and using this information without their consent for secondary unrelated
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purposes. Furthermore, the thesis analysed the shift from investigation of the crime to
prevention of the crime. The data have been collected in the central observatory whereas
every citizen has been possible suspect yet paradox is that, in case of problems occurring in
smart cities devices and applications, it will not be easy to determine who is liable for which
breach. All these privacy issues extend the scope of the current European data protection legal
framework. The solution would not be to consider smart cities technologies as malicious, it is
more of a question how to regulate the code in order to provide the most appropriate
technology in this moment and how the code can be modified in the future. Smart Privacy
principles embrace regulation by law, regulation of the code, and regulation through social
norms and market. Since technology is developing rapidly we should use all the possible
forms of regulation in order to provide more flexible multidisciplinary model for smart city
projects and to keep in mind that privacy is not an absolute right, it is a fundamental right
equivalent to other fundamental rights. Therefore, the key element for preserving privacy is in

finding and achieving the balance between different human rights.

The third chapter explained the legal framework of Smart Privacy that should be
implemented in smart cities. Smart Privacy principles comprise the principles from Data
Protection Directive (the principle of lawful processing, the principle of specification and
limitation, data quality principles, fair processing principle, principle of confidentiality and
security of data) and the principles from the Proposed Regulation (the principle of
accountability, PIA, PETs, PbD, Privacy by Default). Each of these principles should be
included in a smart city project and leaving out one single principle could result in un-
balanced model of implemented technology. The author intentionally used the term “smart” as
opposite to term “dumb” in order to emphasise that somehow new and complex notion of
privacy has to embedded into smart city projects. In defining Smart Privacy the author used
not only the legal instruments being implemented in Data Protection Directive, but also those
suggested in the Proposed Regulation as Data Protection Directive could be considered as
being inadequate legal instrument for modern technologies used in smart city projects. From
the performed analyses it should be concluded that some of the principles suggested are quite
clear and structured, while others are still to be specified in the future. One should bear in
mind that Data Protection Directive was written in the time before loT, Big Data, RFID,

smartphones, drones, etc. For that reason, the author, already at this point, suggests that
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privacy has to be “smart” in a way that predicts technological solutions and in a way it is
furnished with the multidisciplinary strength to deal with technological developments. Such
model of privacy should support the benefits of both privacy and smart-city technologies,
while being able to cope with technological change; and the only way in which privacy legal
framework could follow technological development is to include regulation of the code.
Otherwise, the law would constantly be in a need to change and would always fall behind.
PETs, PbD and Privacy by Default should be especially important in every smart city project
because, in such incorporation of law into code, basic principles of privacy and data
protection would be integrated in smart cities technologies from its beginnings. For example,
the principles of data relevancy, data retention, data minimisation, data anonymisation, and
purpose limitation would be part of a project from its initial stage. Afterwards, certain basic
principles should be respected; DPIA and PIA performed in order to implement appropriate
measures when necessary, and the principle of accountability should be consistently taken
into account.

The fourth chapter depicted implementation of Smart Privacy into smart cities
concepts, by providing a balanced co-design of organisational and legal framework. Smart
city is a complex project that should not be performed rapidly. That is why setting the basis
should be an important stage of every smart city project. Smart city project should start with
defining what do citizens want and afterwards it is crucial to specify what the project aims to
achieve and how exactly. Priorities and strategies should be clear and transparent. Obviously,
these decisions will depend significantly on political stakeholders and policy makers. Project
teams and contracts should be preciously structured prior to choosing suppliers of smart city
products and services. In each stage of smart city project different tools and principles of
Smart Privacy should be implemented. In the beginning of ICT project, it is important to
specify the relevance and purpose of data processing as well as to perform DPIA and PIA.
The technology should keep in mind PETs, PbD and Privacy by Default, while the principle
of accountability would be important in every stage of the project. All the principles should

result with engaging citizens and building trust towards smart city technologies.

The fifth Chapter examined Dubrovnik Smart City project as somehow typical and
small smart city project. The author analysed this project in order to draw short conclusions

about common mistakes in the first stages of a smart city project implementation. It is
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concluded, from the documentation provided online, that the project itself seems useful and
perspective, yet some processes and aspects have not been defined. The project obviously did
not include setting the basis phase and proper research has not been conducted on citizens’
needs and on impacts of smart city technologies. Furthermore, since the Proposed Regulation
has not been entered into force yet, the project did not take into account new principles
connected with PETs, PbD, Privacy by Default, and the principle of accountability. The
question to be asked, therefore, is how will the project adapt when the Proposed Regulation
will actually be obligatory? We can say for sure that, upon entering on force of the Proposed
Regulation (which will happen for approximately two years), Dubrovnik Smart City project
will have to be modified and adapted.

Finally, after carefully examining all the concepts and issues, certain conclusions may
be reached. We can conclude that implementation of smart city concepts is not simple and
easy task. Along with increase in value of the data we can notice the increase of risks
involved. In this gap between inadequate legal framework and expecting new legal framework,
there are many uncertainties and doubts with which data controllers and data processor are
struggling. It can be expected that, upon entering into force of the Proposed Regulation,
certain guidelines, rules, and privacy standards and seals will have to be put in place, but the

question remains what to do in the meantime.

This thesis aims to serve as a model compliance programme for balancing privacy in
smart cities concept. Of course, the model has to be adapted to each individual project, hence
this thesis could be seen as a framework or starting point in order to acknowledge what issues
and principles should be taken into account in case of developing and employing smart cities
platforms. Data controllers should evaluate measures of Smart Privacy depending on the type
of data that is ought to be processed, the amounts of data, purposes of processing, and specific
risks involved in the concerned data processing. The combination of principles, structure,
technology, and rules of conduct, described in this thesis as Smart Privacy, deals with privacy
without offering simple solutions and yes-no answers. It rather aims to provide combination
of mechanisms that all together should adapt to concerned scenario and result with less
intrusive model for dealing with privacy issues in smart cities and finding the balance

between different rights and interests in a smart city. This patchwork of mechanisms adapts

68



during time and changes through different phases of smart cities concepts. However, many
issues will appear as a smart city will grow and, in this moment, it is difficult to predict how
exactly citizens will react to smart city technologies. New-borns in smart cities will grow with
the city, without being aware what is happening around them. Will this change their

behaviour, will they feel observed, will they adapt to multiple devices and sensors?

At this point in time, we cannot provide conclusive answers to all the questions and
issues but, nevertheless, we can conclude that Smart Privacy deals directly with privacy issues
that have been present in smart cities. Smart Privacy takes into account all the stages in a
smart city project so the technology is not employed without deliberation. Principles of data
relevancy, data accuracy, data subject’s rights, PbD, Privacy by Default safeguard citizens
from omnipresent surveillance along with the principle of accountability, which somehow
enables more transparency and trust in the relationship between data controllers and data
subjects. Other principles related to PbD, such as anonymisation, and purpose limitation cope
with issues of function creep and open data, while allowing achieving all the necessary
purposes of data processing. Finally, all the provided structure of smart city project, as
complex ICT project, aims to provide clear framework in order to shape and distinguish

different roles of all the stakeholders and to set responsibilities in a more precious manner.

Having the entire thesis in mind, Smart Privacy should be considered as appropriate
tool for dealing with privacy issues and accomplishing the proper balance between criteria for
making data processing legitimate and right to privacy. It is to be seen in the future how
Smart Privacy tools will be applied in a particular smart city project, and it will definitely be
interesting to observe how data controllers will conduct projects before the moment the
Proposed Regulation enters into force. It is authors’ opinion that we should decide today in
what kind of world we want to live tomorrow. Therefore, data controllers and data processors
should embrace Smart Privacy as soon as possible in order to build more trust in relationships
between all the stakeholders of smart city project, and to develop successful project, while
applying due care to privacy and data protection. Because, once trust is lost, it can never be

regained.
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